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MO DAU

1. Tinh cap thiét caa viéc nghién ciru ciia dé tai Luan an

Trong nhitng nim gan dy, cing véi sy phat trién manh mé caa cong nghé
sb, thuong mai dién tir va cac md hinh kinh doanh duya trén dir liéu, thong tin ca
nhan cua nguoi tiéu dung ngay cang duoc thu thap, xir ly va khai thac rong réi
trong hoat dong kinh doanh. Khi mua sim truc tuyén, thanh toan dién tir hoic st
dung cac dich vu sb, nguoi tiéu dung thuong phai cung cap nhiéu thong tin nhu
ho tén, sb dién thoai, dia chi, tai khoan ngan hang va thdi quen tiéu dung. Nhing
thong tin nay khdng chi phuc vu viéc cung cdp hang hda, dich vu ma con dugc
khai thac nham quang c4o, tiép thi va phan tich hanh vi khach hang. Biéu nay cho
thay théng tin ca nhan vira gan vai quyén riéng tu, quyén nhan than, vira c6 gia
tri kinh té trong méi truong sd. Tuy nhién, hoat dong khai thac théng tin vi muc
dich thuong mai ciing 1am phét sinh nguy co xAm pham quyén va loi ich hop phép
cua nguoi tiéu dung, dac biét khi viéc thu thap, sir dung va chia sé thong tin vuot
qué pham vi can thiét hoic thiéu su dong y hop phap. Trong quan hé tiéu ding
trén méi truong b, ngudi tiéu dung thudng & vi thé bat can xting vé thdng tin va
kha nang kiém soét dir liéu so véi t6 chiic, ca nhan kinh doanh. Mac du c6 quyén
quyét dinh viéc cung cap va sir dung thong tin ca nhan, nguoi tiéu dung khong
phai lac nao cling kiém soéat dugc muc dich, pham vi va qua trinh xu ly dir liéu.
Viéc ung dung cdng nghé phan tich dir liéu va khai thac hanh vi tiéu dung cang
dit ra nhitng van dé phap 1y lién quan dén tinh tu nguyén cua su ddng vy, trach
nhiém caa chu thé kinh doanh va co ché bao dam thuc hién quyén kiém soat thong
tin c& nhan caa nguoi tiéu dung.

Dudi goc @6 khoa hoc phép ly, bao vé thong tin c& nhan cua nguoi tiéu dung
c6 mdi lién hé chat ché gitra phéap luat vé quyén riéng tu, phap luat BVDLCN va
phap luat bao vé quyén loi nguoi tiéu dung. Nhiéu qudc gia va khu vyuc da xay
dung co ché phap 1y diéu chinh hoat dong xir Iy dit liéu c& nhan, tiéu biéu nhu
GDPR cua EU, APPI cua Nhat Ban va PIPA cua Han Quéc. Tai Viét Nam, cac
cdng trinh nghién ciru da gop phan hinh thanh co sé Iy luan va dé xuat giai phap
hoan thién phép luat. Tuy nhién, van can tiép tuc nghién ctu nhitng dac thd phap
ly cua viéc bao vé thdng tin c& nhan trong quan hé tiéu dung, dac biét 1a méi quan
hé gitta quyén kiém soat thong tin ciia nguoi tiéu ding véi trach nhiém phap ly
cua to chire, ca nhan kinh doanh va sy gan két gitra chu thé bao vé, noi dung bao
vé va bién phap bao vé.

Duéi goc d6 phap luat, quyén duoc bao vé thong tin ca nhan di duogc ghi
nhan trong Hién phap nim 2013 va cy thé hda tai BLDS nam 2015, Luat GDDT
nam 2023, Luat BVQLNTD nam 2023, Luat BVDLCN nam 2025, Luat CNCNS
nam 2025, Luat ANM nam 2025 va cac vin ban hudng dan cd lién quan. Mic di
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hé thong phap luat ngay cang duoc hoan thién, su khac biét vé pham vi va dbi
tuong diéu chinh gitra cac van ban dat ra yéu cau danh gia tinh thdng nhat, dong
b6 cua cac quy dinh vé quyén, nghia vu va trach nhiém caa céc cha thé trong hoat
dong xu 1y thong tin ca nhan, ciing nhu co ché bao dam thuc hién quyén va cac
bién phap bao vé nguoi tiéu dung khi xay ra vi pham.

V& thuc tién, tinh trang thu thap, sir dung, chia sé va phat tan trai phép thong
tin c& nhan van 1a van dé dang quan tim trong thuong mai dién ti, ngan hang, tai
chinh, bao hiém, vién théng va dich vu s6. Nguoi tiéu ding con gip kho khin
trong viéc kiém soat thong tin va yéu cau bao vé quyén loi khi bi xam pham.
Trong khi d6, hiéu qua bao vé phu thuoc khéng chi vao quy dinh phap luat ma
con vao trach nhiém tuan thu cua chu thé kinh doanh, ning luc thyc thi cia co
quan cd tham quyén va kha niang tu bao vé ciia ngudi tiéu dung. Vi vay, can phan
biét nhitng bat cap cua quy dinh phép luat véi han ché trong qua trinh thuc hién
dé xac dinh nguyén nhan va giai phap phu hop.

Xuat phat tir nhitng yéu cau dé, viéc nghién cau dé tai “Phdp ludt vé bdo vé
thong tin ca nhan cia ngwoi tiéu dung ¢ Viét Nam” c6 v nghia 1y luan va thuc
tién cap thiét, gop phan bo sung co s& Iy luan dudi goc do luat kinh té, cung cap
luan cir khoa hoc cho viéc hoan thién phép luat va nang cao hiéu qua bao vé quyén,
loi ich hop phap cua ngudi tiéu dung trong béi canh chuyén doi s6 va hoi nhap
qudc té.

2. Muc dich va nhiém vu nghién ctru

2.1. Muc dich nghién curu

Luan &n hudng téi viéc 1am rd nhiing van dé ly luan va thyc tién cua phap
luat vé bao vé thong tin c& nhan cia ngudi tiéu dung ¢ Viét Nam trong bi canh
phat trién nén kinh té s6 va chuyén doi s6 hién nay. Trén co so d6, luan an danh
gia thuc trang phap luat va thuc tién thyuc hién phap luat vé bao vé thdng tin ca
nhan cua ngudi tiéu dung, tir d6 dé xuat cac dinh hudng va giai phap hoan thién
phap luat nham nang cao hiéu qua bao vé quyén va loi ich hop phap cua nguoi
tiéu dung trong nén kinh té sb.

2.2. Nhiém vu nghién ciu

Thit nhat, tong quan tinh hinh nghién ciru trong va ngoai nudc lién quan dén
bao vé thdng tin cd nhan cia nguoi tiéu dung. Trén co s¢ do, luan an xac dinh co
sa ly thuyét, cach tiép can, hoc thuyét nghién ciru va cac quan diém khoa hoc can
duogc ké thira, phat trién dé xay dung khung Iy luan cho dé tai.

Thet hai, 1am rd cac van dé Iy luan va ly luan phéap luat vé bao vé thong tin
ca nhan cta nguoi tiéu dung trong nén kinh té sd.

Thit ba, phén tich va danh gia thuc trang phap luat Viét Nam vé bao vé thong
tin ca nhan cia nguoi tiéu ding va thuc tién thuc hién phap luat trong méi truong
s6 hién nay.



Ther 1, d& xuat dinh huéng va cac giai phap nham hoan thién phap luat, déng
thoi nang cao hiéu qua thyc hién phap luat vé bao vé théng tin ca nhan cia nguoi
tiéu ding o Viét Nam trong bdi canh phat trién nén kinh té sé hién nay.

3. Pdi twgng va pham vi nghién ciru

3.1. Poi twreng nghién cizu

Dbi tegng nghién ctu cua Luan &n bao gém: (i) Iy luan vé bao vé thdng tin
ca nhan caa ngudi tiéu dung, duoc tiép can tir cac quan diém, hoc thuyét va nguyén
tac diéu chinh lién quan; (i) quy dinh phap luat hién hanh cua Viét Nam vé bao
vé thong tin ca nhan cua nguoi tiéu dung; (iii) danh gia thyuc tién thuc hién phap
luat vé bao vé thong tin ca nhan cua ngudi tiéu dung ¢ Viét Nam.

3.2. Pham vi nghién curu

Pham vi nghién cizu vé ngi dung: Luan an tap trung nghién ctu nhitng van
dé ly luan, quy dinh phap luat va thyc tién thuc hién phéap luat vé bao vé théng tin
ca nhan cua nguoi tiéu ding trong quan hé giita ngudi tiéu ding véi to chic, ca
nhan kinh doanh hang héa, dich vy, trong d6 chu trong cac hoat dong thu thap, st
dung, xu 1y, luu trit, chia sé va bao vé thong tin ¢4 nhan trén moi trudng so.

Pham vi nghién citu vé khdng gian: Luan &n chu yéu nghién ciu phap luat
va thyc tién thuc hién phap luat vé bao vé théng tin c& nhan cua ngudi tiéu ding
¢ Viét Nam. Bén canh do, luan an cé tham khao phéap luat va kinh nghiém cua
mot s6 québc gia, khu vuc tiéu biéu nhu EU, Nhat Ban va Han Qudc nham phuc
vu muc dich di chiéu, so sanh va rut ra gié tri tham khao cho viéc hoan thién
phap luat Viét Nam.

Pham vi nghién citu vé thoi gian: Pham vi nghién cau vé thoi gian caa Luan
an duoc xéac dinh tir nim 2020 dén nam 2025.

4. Phwong phap nghién ciru

- Phwong phdp phdn tich va tong hop.

- Phuong phdp phdn logi va hé théng hoa Iy thuyét.

- Phuwong phap so sanh luat.

- Phwong phdp nghién ciu tinh hudng dién hinh.

- Phuong phap dw bao khoa hoc.

- Phuong phdp thong Ke.

5. Y nghia khoa hoc va y nghia thuc tién cia Luin an

5.1. Y nghia khoa hoc

Luan an gop phan bo sung va lam 6 co sé ly luan vé bao vé thdng tin ca
nhan cua nguoi tiéu dung trong nén kinh té sé dudi goc do luat kinh té.

5.2. Y nghia thuc tién

- DO1 V6i co quan ¢é tham quyén xay diung va hoan thién phap ludt: sir dung
lam tai liéu tham khao phuc vu hoat dong xay dung, sira doi va hoan thién phap



luat vé bao vé théng tin c& nhan cua ngudi tiéu dung trong béi canh phat trién nén
kinh té s6 va chuyén d6i s6 ¢ Viét Nam.

- DOi Vi co quan thuc hién phap ludt: gop phan cung cap co sé tham khao
trong qua trinh &p dung va thuc thi cac quy dinh lién quan dén bao vé thdng tin ca
nhan cua ngudi tiéu dung trén moi treong s, dac biét trong hoat dong thuong mai
dién tir va cung cép dich vu sb.

- Déi véi doanh nghiép: gilp nang cao nhan thic vé trach nhiém phap ly
trong hoat dong thu thap, str dung va xtr ly thdng tin ca nhan cua nguoi tiéu dung,
tir 46 gop phan nang cao mirc do tuan thu phap luat va han ché cac hanh vi xam
pham thong tin ca nhan trong hoat dong kinh doanh.

- Doi Véi nguroi tiéu dung va té chiie X8 héi: gop phan nang cao nhan thirc phap
luat va hd tro viéc bao vé quyén, loi ich hop phap cua nguoi tiéu dung trong moi
truong so.

- Déi Véi cde co sé dao tao ludt: luan an con co thé duoc sir dung lam tai lisu
tham khao trong hoat dong nghién cuu, giang day va hoc tap tai cac co sé dao tao
luat va cac nganh c6 lién quan dén phap luat, thuong mai dién tir va BVDLCN.

6. Nhirng dong gép mai caa Luan an

- Luan &n gop phan bo sung va phét trién co so 1y luan vé bao vé théng tin
ca nhan cua nguoi tiéu dung dudi goc do luat kinh té.

- Luan an chi ra nhiing bt cap trong sy gan két gitra quyén ciia nguoi tiéu
dung, nghia vu cua té chiic, ca nhan kinh doanh va co ché bao vé thdng tin ca
nhan. Bong thoi, Luan an phan biét nhitng han ché cua quy dinh phép luat véi bat
cap trong thyc tién thuc hién, qua d6 1am rd nguyén nhan anh huéng dén hiéu qua
bao vé thong tin ca nhan cia ngudi tiéu dung trong moi truong so.

- Luan an tiép can nghién ciu phap luat so sanh theo huéng tap trung vao
co ché bao vé thong tin ca nhan cua ngudi tiéu dung trong hoat dong thuong mai
s6 thay Vi tiép can chung vé BVDLCN. Théng qua viéc nghién ctu kinh nghiém
cua EU, Nhat Ban va Han Quéc, luan an rut ra nhiing gia tri tham khao c6 y nghia
d6i vai qua trinh hoan thién phap luat Viét Nam.

- Lu4n 4n dé xuét cac dinh huéng va giai phap hoan thién phép luat vé bao
vé thong tin c& nhan cta nguoi tiéu dung ¢ Viét Nam theo hudng phu hop vai yéu
cau caa nén kinh té sé va qua trinh chuyén doi sb.

7. Két cau cia Luan an

Ngoai c4c phan mé dau va phu luc nhu Loi cam on, Loi cam doan, Danh
muc tir viét tat, Muc luc, M dau va Danh muc tai liéu tham khao..., noi dung
chinh caa Luan an dugc két cau thanh cac Chuong cu thé nhu sau;

Chuwong 1: Tong quan tinh hinh nghién ctru va co so ly thuyét nghién ctu

Chuwong 2: Nhitng van dé Iy luan va Iy luan phap luat vé bao vé thong tin ca
nhan cua nguoi tiéu dung



Chuwong 3: Thuc trang phép luét va thuc tién thuc hién phap luat vé bao vé
thong tin c& nhan cua nguoi tiéu dung

Chuwong 4: Dinh hudng, giai phap hoan thién phap luat va nang cao hiéu qua
thuc hién phép luat vé bao vé théng tin ca nhan cia ngudi tiéu ding



n CHUONG 1
TONG QUAN VE TINH HINH NGHIEN CUU
VA CO SO LY THUYET NGHIEN CUU

1.1. Tinh hinh nghién ciru lién quan dén dé tai Luan an

1.1.1. Tinh hinh nghién ciu lién quan dén nhiing vén dé Iy lugn va Iy lugn
phap lugt vé bdo vé thong tin ca nhan cia nguwoi tiéu ding

1.1.1.1. Nh6ém céc cong trinh nghién cizu 1y lugn vé théng tin ca nhan cua
nguroi tiéu dung

Tiéu biéu 1a nghién ctu cua Marc Pelteret va Jacques Ophoff (2016), trong
bai viét “A Review of Information Privacy and Its Importance to Consumers and
Organizations ” (Téng quan Vé quyén riéng tw théng tin va tam quan trong cia no
doi Véi nguoi tiéu ding va té chirc), dang trén Tap chi Informing Science: The
International Journal of an Emerging Transdiscipline. Tuong tu, Shulman, Ngo
va Meyer (2020) trong nghién cuu “Order of Control and Perceived Control over
Personal Information” (Trdt ti kiém soat va nhdn thirc vé kha nang kiém soét
théng tin ca nhan), ding trén ky yéu hoi thao quéc té Privacy and Identity
Management. Data for Better Living: Al and Privacy thuéc bd sach IFIP
Advances in Information and Communication Technology, cho rang quyén riéng
tu dugc Xy dung trén co so kha ning ctia ca nhan kiém soét viéc tiét 16, st dung
va xtr 1y cac thong tin lién quan dén ban than. Tiéu biéu 1a nghién ciu caa William
Jones, Jaime Teevan (2017), trong cudn sach “Personal Information
Management” (Quan ly théng tin c& nhan), xuat ban tai Seattle boi Nha xuat ban
Pai hoc Washington (University of Washington Press), di phat trién noi dung tir
mét hoi thao do Quy Khoa hoc Qudc gia tai tro, to chuc tai Seattle, Washington.

1.1.1.2. Nhém céac cdng trinh nghién cizu ly lugn vé bao vé thdng tin ¢ nhan
Cua nguoi tiéu dung

Tur goc nhin chinh sach phap luat, Mary J. Culman, Robert J. Bies (2003),
“Consumer Privacy: Balancing Economic” (Quyén riéng tur ciia nguwoi tiéu ding:
Can bang kinh té va can nhdc cong 1Y), d dua ra ba cach tiép can ddi 1ap va trung
dung trong van dé quyén riéng tu ctia ngudi tiéu ding. Dudi goc d6 kinh té, chinh
sach, cubn sach cua Rubin, Paul H., Lenard, Thomas M (2002), “Privacy and the
Commercial Use of Personal Information ” (Quyén riéng tw va viéc sir dung thong
tin ca nhdan mang tinh thwong mai) Xuat ban tai Hoa Ky bai Kluwer Academic
Publishers. Nghién ctu caa Meirong Guo (2012), “A Comparative Study on
Consumer Right to Privacy in E-Commerce” (Mgt nghién cizu so sanh vé quyén
riéng tw ciia nguwoi tiéu dimg trong thwong mai dién tir), Xuat ban truc tuyén trén
Tap chi Nghién cau khoa hoc SciRP da d6i chiéu cac quy dinh phap Iy vé quyén
riéng tu trong thuong mai dién tir tai EU, Hoa Ky, Nhat Ban va Trung Qudc,...
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1.1.1.3. Nhdm céc cong trinh nghién cizu Iy ludn phéap ludt vé bao vé thdng
tin ca nhan cua nguoi tiéu dung

Ngb Vinh Bach Duong (2019) trong bai viét “Bdo Vé théng tin nguwoi tiéu
ding” cho rang van dé nay da dugc phép luat Viét Nam diéu chinh théng qua
nhiéu van ban quy pham phap luat. Tuong tw, Nguyén Thanh Tuin (2023), “Bdo
vé quyén loi nguroi tiéu ding trong béi canh hién nay ”, khiang dinh rang thng tin
ca nhan 12 mot trong nhitng quyén loi co ban ciia ngudi tiéu ding can duoc phap
luat bao vé. Nghién ciru tiéu biéu 1a caa Nguyén Thi Van Anh (2013) véi dé tai
“Nghién cizu phap ludt vé quyén diroc cung cdp thong tin va bado vé thong tin cia
nguroi tiéu dung o Viét Nam”, da phan tich va lam rd co sé ly luan cung thuc trang
phap luat Viét Nam vé quyén dugc cung cap thdng tin va bao vé thong tin ca nhan
ctia nguoi tiéu dung. Bén canh d6, Tran Thi Thu Phuong (2020) trong bai viét
“Thdng tin ca nhdn dioc bao vé theo phap ludt ciia mét sé quac gia va goi ¥ tham
khdo cho Viét Nam ” phan tich va lam rd cac khai niém co ban lién quan dén thong
tin ca nhan va quyén duoc bao vé thong tin c4 nhan. Trong linh vuc thuong mai
dien tir, Nguyén Vian Hung (2023), “Bdo mdt thong tin ca nhdn ngwoi tiéu dung
trong giao dich thuong mai dién tir”, theo d6 thuwong mai dién tur dugc phéat trién
sau rong thdng qua nhiéu québc gia trén thé giai, vi vay khéng thé tranh khoi nhitng
vu Viéc Xxam pham truc tiép, gian tiép dén théng tin ca nhan cua ngudi tiéu dung.
Cubn sach cua tac gia Douglas J. Whaley (2011), “Problems and Materials on
Consumer Law ” (CAc vdn dé va tw liéu vé Ludt tiéu dung), Aspen Pub, 6™ edition.
Noi dung cuén sach nay chi yéu dé cap dén cac van dé chinh cua phap luat bao
vé nguoi tiéu ding. Cudn sach cua tac gia Geraint G. Howells and Stephen
Wtephen Weatherill (2005), “Consumer protection law ” (Lugt Bao vé nguroi tiéu
ding), Ashgate Pub Ltd, 2" edition. D6i véi lan sira doi thir hai nay, tac gia da
cap nhat day du nhat vé Luat BVQLNTD cua Vuong Qubc Anh. Bén canh do,
cubn sach cua tac gia lain Ramsay (2012), “Consumer Law and Policy: Text and
Materials on Regulating Consumer Market” (Ludt va Chinh sach Nguwoi tiéu
dung: Van ban va Tai liéu vé Quy dinh thj triong Tiéu ding), 1a mot cong trinh
hoc thuat tiéu biéu vé diéu tiét phap luat vé thi trudng tiéu ding.

1.1.2. Tinh hinh nghién citu lién quan dén thuc trang va theec tién thuc
hién phap lugt vé bdo vé thdng tin c& nhan ciia ngwoi tiéu dung

1.1.2.1. Nhém céc cong trinh nghién citu thuc trang phap lugt vé bao vé
thong tin ca nhan cia nguoi tiéu dung

O nhém nghién ctu vé thuc trang phéap luat, Nguyén Vin Cuong (2020),
“Thuec trang phap ludt vé bao vé thdng tin ca nhan ¢ Viét Nam hién nay va hwéng
hoan thién”, Tap chi Nghién cau lap phéap (Cuong, 2020); bai viét (2022),
“Responsibilities of business entities in consumer information protection under
Vietnham’s current legislation” (Trach nhiégm cua doanh nghiép trong viéc bao vé
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thong tin nguoi tiéu dung theo phép lugt hién hanh cua Viét Nam), dang trén Tap
chi Dién dan Phép luat Viét Nam, Thong tan x& Viét Nam (Cuong, 2022a); bai
viét, “Trach nhiém cua té chic, ca nhan kinh doanh trong viéc bdo vé thong tin
cua nguoi tieu dung theo phap ludt Viét Nam hién nay ”, Vién truong Vién Khoa
hoc phéap ly, Bo Tu phap, dang trén Tap chi Toa an nhan dan (Cuong, 2022b).
Nguyén Thi Ngoc Ta (2023), “Thuc trang phap ludt va mét sé kién nghj nang
cao hiéu qua bdo vé thong tin khach hang trong giao dich thuong mai dién ti”,
dang trén Tap chi Cong thuong & bao vé thong tin khach hang trong giao dich
thuong mai dién tir. Nghién ciru cua L& Minh Hong va B4 Tién Diing véi bai viét,
“Phéap ludt quac té vé bdo vé théng tin c& nhan ”, dang trén Tap chi An toan théng
tin, khi phan loai ba mé hinh phap luat bao vé théng tin ca nhan gdm mé hinh
chau Au, md hinh Hoa Ky va mé hinh hén hop ctiia mét s quéc gia chau A. Cac
nghién ctu phap luat Trung Qudc cua Shujie Cui, Peng Qi (2021), “The legal
construction of personal information protection and privacy under the Chinese
Civil Code” (Xay dung phép ludt vé bdo vé thdng tin ca nhan va quyén riéng tur
theo B4 lugt Dan si Trung Quéc), dang trén Tap chi Computer Law & Security
Review, Tap 41. Bai viét cha yéu ban vé viéc hoan thién phap luat Trung Qudc
lién quan dén bao vé thdng tin c& nhan va quyén riéng tu.

1.1.2.2. Nhém céc cdng trinh nghién cizu theec tién thuec hién phap ludt ve
bao vé thong tin ca nhan cua nguwoi tiéu dung

Bai viét “Phap ludt vé vdn dé bao vé thong tin c& nhan trén mang internet”
(2009), Tran Van Bién da phan tich nhiing nguy co xdm pham thong tin c& nhan
trén moi truong mang théng qua nhiéu hanh vi vi pham phd bién. Duong Thi Cam
Hang (2021) véi bai viét “Thyc trang thyec thi phap lugt vé quyén diroc bdo dam
bi mat thong tin ca nhan cua ngwoi tiéu dung tei Viét Nam hi¢n nay 7, tap trung
phan tich tinh hinh &p dung phap luat trong linh vuc ndy. Bén canh d6, Lé Tran
Quéc Cong va Nguyén Pao Phuong Thuy (2022) trong bai viét “Quyén riéng tir
Va van dé bao vé thdng tin ca nhan trong md hinh kinh té chia sé theo phap lugt
Lién minh Chau Au — kinh nghiém cho Viét Nam ” d tiép can van dé tir goc do thuc
tién thuc hién phap luat.

1.1.3. Tinh hinh nghién cizu lién quan dén hweéng hoan thién phap lugt vé
bdo vé thong tin c& nhan cia ngwoi tiéu dung

O goc dd qudc té, nghién ciru cta Zhenxing Zhang, Yunfei Zha (2023),
“Systematic construction of lawfulness of processing employees’ personal
information under China's personal information protection law” (Xdy dung hé
thong tinh hop phdp trong viéc xir Iy théng tin cd nhdn ciia nhén vién theo ludt
bdo vé thong tin cd nhan ciia Trung Quoc), tap trung phan tich cach thirc xay dung
hé théng phap luat nham bao dam tinh hop phap trong viéc xtr 1y théng tin c& nhan
ctia ngudi lao dong theo Luat BVQLNTD cua Trung Qudc. Tran Thi Hong Hanh
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(2018), “Hoan thién phdp ludt vé bdo vé thong tin cd nhan & Viét Nam hién nay”,
d3 phan tich toan dién cac yéu t6 anh hudng dén viéc hoan thién phap lut bao vé
thong tin ca nhan. Bén canh d6, cac bai viét nhu ctia Phan Thi Lan Phuong (2022)
“Improving consumer protection law to better guarantee e-consumer rights”
(Hoadn thién phdp ludt bdo vé nguoi tiéu ding dé bao dam tot hon quyén loi ciia
nguwoi tiéu dung dién tir), dang trén Tap chi Dién dan Phap luat Viét Nam, Thong
tan xa Viét Nam. Bai viét, “Hoan thién phdp ludt vé bdo vé thong tin cd nhan ciia
nguoi mua hang qua website, g dung di déng”, phan tich han ché trong viéc
thue thi cac quy dinh phéap luat vé bao vé quyén loi ngudi tiéu dung, dong thoi
dua ra kién nghi.

1.2. Panh gia két qua nghién ciru cia cac cong trinh khoa hec lién quan
dén dé tai Luan &n va nhirng van dé luan an tiép tuc nghién ciu

1.2.1. Pdnh gid két qud nghién cieu cia cac cong trinh khoa hoc lién quan
dén dé tai Lugn &n va ngi dung Lugn an ké thira

Thet nhat, vé Iy luan va ly luan phap luat bao vé théng tin ca nhan cia nguoi
tiéu dung, cac cong trinh nghién ctru da gép phan 1am rd ban chat, vai tro va gia
tri ctia thong tin ca nhan trong doi séng xa hoi va hoat dong kinh doanh.

Thet hai, d6i voi cac nghién ciu vé thuc trang phap luat va thuc tién thuc
hién phép luat vé bao vé théng tin ca nhan cia nguoi tiéu dung, cac cong trinh
nghién ctru da phan anh twong doi rd qua trinh hinh thanh, phat trién va nhiing
han ché caa hé thong phép luat Viét Nam vé bao vé thdng tin ca nhan.

Thet ba, vé dinh huéng va giai phap hoan thién phap luat bao vé théng tin ca
nhan ciia nguoi tiéu ding, cac cong trinh nghién ctru di dé xuat nhiéu giai phap
lién quan dén hoan thién quy dinh phap luat, ting cuong trach nhiém cua té chuc,
ca nhan kinh doanh, bao dam tinh minh bach trong hoat dong xtr ly thdng tin va
nang cao hiéu qua giam sat, xu ly vi pham.

1.2.2. Nhéing vdn dé con bé ngd va Ludn an tiép tuc nghién ciu

Mgt 1a, vé ly luan va Iy luan phap luat, cac nghién ctru trude chua lam ro day
du dac thu phap Iy caa théng tin ca nhan trong quan hé tiéu ding, méi quan hé
gitra quyén kiém soat théng tin ciia nguoi tiéu ding véi hoat dong khai thac dir
liu cua chu thé kinh doanh. Vi vay, Luan &n tiép tuc nghién ctu khai niém, dic
diém, vai tro va nhitng van dé Iy luan phap luat vé cha thé bao vé, noi dung bao
vé va bién phap bao vé thong tin c& nhan cta nguoi tiéu dung.

Hai 13, vé thuc trang phap luat va thuc tién thuc hién phap luat, cac nghién
ctiu chua danh gia toan dién tinh thong nhat, dong bo cia phéap luat BVDLCN véi
phap luat bao vé quyén lgi nguoi tiéu ding va hiéu qua thuc thi trén thyc té. Do
d6, Luan &n tiép tuc danh gia thuc trang phap luat, thyc tién thuc hién phap luat,
xéac dinh nhiing bat cap, han ché va nguyén nhan.



Ba 13, vé dinh hudng va giai phap hoan thién phéap luat, cac nghién ctru trudc
chua gan két diy du quyén cua ngudi tiéu dung, trach nhiém cua chua thé kinh
doanh va cac bién phap bao vé. Trén co s¢ d6, Luan an dé xuat giai phap hoan
thién phap luat va nang cao hiéu qua thuc hién phap luat, cé tham khao chon loc
kinh nghiém quéc té phu hop véi diéu kién Viét Nam.

1.3. Co sé Iy thuyét nghién cieu

1.3.1. Ly thuyét nghién ciru

Ly thuyét khai thac hanh viva quyén ti chii ciia nguwoi tiéu ding trong méi truong
s6; Ly thuyét vé bat doi xirng thong tin;, Ly thuyét ranh gidi théng tin; Ly thuyét
hanh vi cua nguoi tiéu dung.

1.3.2. Cau héi nghién ciru va giag thuyét nghién ciu

1.3.2.1. Cau hdi nghién cizu va gid thuyét nghién cizu 1

1.3.2.2. Cau hdi nghién cizu va gid thuyét nghién cizu 2

1.3.2.3. Cau hdi nghién cizu va gia thuyét nghién cizu 3

1.3.2.4. Cau hdi nghién cizu va gia thuyét nghién cizu 4

1.3.3. Phwong phdp tiép can

- Phurong phdp tiép cdn kinh té — ludt va cong nghé.

- Phuong phdp tiép can duya trén quyén.

- Phuong phdp tiép cdn hé théng.
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Két luan Chwong 1

Chuong 1 ctia Luan an da tién hanh tong quan, hé thng hoa va danh gia cac
cong trinh nghién ctru trong va ngoai nude lién quan dén bao vé thdng tin ca nhan
ctia ngudi tidu ding theo ba nhém vén dé chinh: (i) Iy luan va ly luan phép luat;
(i) thuc trang phap luat va thuc tién thuc hién phap luat; va (iii) dinh huéng, giai
phap hoan thién phap luat. Thong qua viéc phan tich, d6i chiéu va danh gia cac
cong trinh nghién ctru, Chuong 1 d3 lam rd nhitng két qua nghién ctu c6 gia tri
ké thira, ddng thoi chi ra nhitng khoang tréng nghién ctiru con ton tai can tiép tuc
duogc nghién cau va hoan thién.

Két qua tdng quan cho thdy cac cong trinh nghién ciu trude day da budc dau
hinh thanh co s& Iy luan vé quyén riéng tu, BVDLCN va bao vé nguoi tiéu ding
trong moi truong s6; dong thoi phan anh nhiéu bat cap caa phap luat va thyc tién
thuc hién phép luat lién quan dén bao vé thdng tin ca nhan. Tuy nhién, cac nghién
ctu hién nay van chi yéu tiép can thong tin ca nhan dudi goc do quyeén riéng tu hoic
BVDLCN noéi chung, ma chua phan tich day du dic thu phap Iy cua théng tin ca
nhan cia ngudi tiéu ding trong quan hé tiéu ding — thuong mai caa nén kinh té sé.
Bén canh do, cac nghién ctru cling chua 1am rd mbi quan hé giita hoat dong khai thac
dit lieu phuc vu muc dich kinh doanh véi yéu cau bao vé quyén va loi ich hop phap
clia nguoi tiéu dung; chua danh gia day da hiéu qua thyc hién phép luat trong moi
truong s6; ddng thoi con thiéu cac nghién ciu chuyén sau vé co ché kiém soét hoat
dong xu ly dir liéu trén nén tang sb va thuong mai dién tir. rén co s& d6, Chuong 1
da xac dinh nhiing van dé trong tam ma Luan an tiép tuc nghién cau, gom: xay dung
co s& Iy luan va Iy luan phap luat vé bao vé thong tin ca nhan cia ngudi tiéu ding
trong nén kinh té s6; phan tich thuc trang phap luat va thuc tién thuc hién phép luat
tai Viét Nam; dong thoi dé xuat dinh hudng va giai phap hoan thién phéap luat phu
hop Vi yéu cau bao vé ngudi tiéu duing trong béi canh chuyén doi sé hién nay.

Pé trien khai cac noi dung nghién ctru néu trén, Chuong 1 da xay dung khung
ly thuyét nghién ctru ctia Luan an trén co sd cac ly thuyét: (i) khai thac hanh vi va
quyén ty chi ctia ngudi tiéu dung trong moi treong so; (i) bat d6i xang thdng tin;
(iii) ranh gidi thong tin; (iv) hanh vi cta nguoi tiéu dung va (v) dong luc bao Vé.
Pong thoi, Luan an st dung phuong phép tiép can nhu: kinh té — luat va cong
nghé; Iy thuyét; va hé théng. Nhu vay, Chuong 1 khong chi 1am ré bdi canh nghién
ctru va khoang tréng khoa hoc ciia dé tai, ma con thiét 1ap nén tang Iy luan, phuong
phép tiép can va dinh huéng nghién ciru xuyén sudt cho toan bo Luan an, lam co
s& dé trién khai cac noi dung nghién ciru tai Chuong 2, Chuong 3 va Chuong 4.
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CHUONG 2
NHUNG VAN PE LY LUAN VA LY LUAN PHAP LUAT VE
BAO VE THONG TIN CA NHAN CUA NGUOI TIEU DUNG

2.1. Ly luan vé bao vé thdng tin c4 nhan caa ngudi tiéu ding

2.1.1. Khéi ni¢m bdo vé thong tin cad nhan cia ngwoi tiéu dung

2.1.1.1. Khai ni¢m nguoi tiéu dung

Nguoi tiéu dung 13 ca nhan, co quan hoic to chirc mua, st dung hang hoa,
dich vu nham dap wng nhu cau tiéu dung, sinh hoat cudi cting va khdng vi muc
dich thuong mai hoac sinh lgi.

2.1.1.2. Khai ni¢gm thdng tin ca nhan cua nguoi tiéu dung

Thong tin c& nhan caa nguoi tiéu dung duoc hiéu 1a nhirng théng tin ma cé
nhan cung cip hoic su dung trong qué trinh tham gia quan hé tiéu dung véi to
churc, ca nhan kinh doanh hang hoa, dich vu.

2.1.1.3. Ban chdt phép ly thong tin c& nhan cia nguoi tiéu ding

Ban chat phap ly cua théng tin ca nhan cua ngudi tiéu dung can duogc tiép
can dudi hai phuong dién: vira 1a dbi tuong cta quyén riéng tu, quyén nhan than
va quyén ty cha dix liéu caa ca nhan, vira 13 tai san dit liéu c6 gia tri kinh té trong
nén kinh té s6.

2.1.2. Khai niém va ddc diém bdo vé thong tin ¢ nhan ciia ngwoi tiéu dung

2.1.2.1. Khai ni¢m bao vé thong tin ca nhan cia nguroi tiéu dung

Bao vé thong tin ca nhan cua nguoi tiéu dung la viéc ap dung céc bién phap
phap Iy nham bao dam an toan, bi mat thong tin ca nhan va bao vé quyén, loi ich
hop phap cua nguoi ti€u dung trudc cac hanh vi thu thap, st dung, xtr ly hoac khai
thac thong tin trai phap luat trong quan hé tiéu dung.

2.1.2.2. Pdc diém bao vé thdng tin c& nhan cia nguwoi tiéu ding

Thet nhat, bao vé thdng tin c& nhan caa ngudi tiéu dung gan lién voi quan hé
tiéu dung va hoat dong giao dich hang héa, dich vu.

Thet hai, bao vé thdng tin ca nhan cua ngudi tiéu dung mang tinh chat bao vé
bén yéu thé trong quan hé tiéu duing.

Thet ba, bao vé thong tin ca nhan caa ngudi tiéu dung gan vaoi gié tri kinh té
va kha nang khai thac thwong mai cua di liéu c& nhan.

That e, bao vé thong tin c& nhan ctia nguoi tiéu dung cd pham vi rong va bao
trum toan bé qua trinh xu ly di liu.

Thit nam, bao vé thong tin ca nhan cia nguoi tiéu ding gin chat véi moi
truong cong nghé sé va khong gian mang.

Thar sau, bao vé thong tin ca nhan cta nguoi tiéu dung mang tinh xuyén bién
gidi va doi hoi co ché phdi hop quan 1y da chi thé.
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2.1.3. Y nghia ciia viéc bdo vé thong tin cd nhdn nguwoi tiéu dung

Ther nhat, ddi véi nguoi tiéu dung, bao vé thong tin ca nhan 1a co so dé bao
dam quyén riéng tu, quyén an toan va quyén ty chi trong méi truong tiéu ding
$6.

Ther hai, dbi voi doanh nghiép, bao vé thong tin c4 nhan 14 co s dé xay dung
uy tin, trach nhiém xa hoi va niém tin caa khach hang trong hoat dong kinh doanh
$6.

Thit ba, ddi v6i co quan quan 1y nha nudc, bao vé théng tin ca nhan cua
ngudi tidu dung 1a cdng cu quan trong dé bao dam trat ty quan Iy va kiém soét
hoat dong xu ly dit liéu trong nén kinh té sb.

Thet tue, dbi v6i thi treong, bao vé thdng tin c& nhan caa ngudi tidu dung gop
phan duy tri tinh céng bang, minh bach va 6n dinh caa quan hé tiéu dung.

Thez nam, bao vé thong tin c& nhan 1a nén tang cho hoi nhap quéc té va phat
trién thi truong tiéu dung bén viing.

2.2. Ly luan phéap luat vé bao vé thong tin ca nhan ciia nguéi tiéu dung

2.2.1. Khai niém phap lugt vé bdo vé thong tin ca nhan cia nguoi tiéu
dung

Phép luat vé bao vé thong tin c4 nhan cia ngudi tiéu dung duoc hiéu 13 hé
théng cac nguyén tac va quy pham phéap luat do Nha nudc ban hanh hoic thira
nhan, diéu chinh cac quan hé x4 hoi phat sinh trong qué trinh thu thap, xtr 1y, luu
trit, chia sé va sir dung thong tin c4 nhan cua ngudi tiéu dung, nham bao dam tinh
bao mat, tranh lam dung, stir dung trai phép hodc nac danh dir li¢u trong hoat dong
thuong mai va giao dich sé.

2.2.2. Pdc diém cia phap ludt vé bdo vé théng tin ca nhan cia nguwoi tiéu
dung

Thet nhat, duoc hinh thanh trén co sé diéu chinh quan hé bat can xing théng
tin gitta ngudi tiéu dung va té chire, ca nhan kinh doanh.

Ther hai, c6 tinh da chi thé va phan tang trach nhiém phap Iy trong hoat dong
xu ly dir ligu.

Thir ba, mang tinh xuyén bién gigi va chiu anh huéng manh cta moi truong
$6.

Thet tue, diéu chinh toan bo vong doi dit liéu véi co ché bao vé da tang va dua
trén murc do rui ro.

2.2.3. Nguyén tdc diéu chinh cia phap ludt vé bao vé thdng tin ca nhan
Cuia ngwoi tiéu dung

Thet nhdt, nguyén tic hop phap, minh bach va cong bang.

Thet hai, nguyén tic gigi han muc dich va thu thap.

Thet ba, nguy@n tac bao mat va an toan di liéu.

Thet tur, nguyén tac dong thuan cia ngudi tiéu dung.
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Thet ndm, nguyén tac quyén tiép can, chinh sira va xoa dir liéu.

2.2.4. Vai tro cia phap ludt vé bdo vé théng tin ca nhan ciia ngwoi tiéu
dung

Bao dam quyén riéng tu, quyén nhan than va quyén ty chu dit liéu cua ca nhan;
khéc phuc sy bat can xung thdng tin trong quan hé tiéu ding; kiém soat hoat dong
khai thac dix liéu trong nén kinh té s6; tao dung niém tin cho ngudi tiéu dung; thic
day su hai hoa gitta phat trién kinh té s va bao vé quyén con nguoi.

2.3. Ndi dung phap luat vé bao vé thong tin ca nhan cia ngudi tiéu dung

2.3.1. Chii thé bdo vé thong tin ca nhan cia ngwoi tiéu ding

2.3.1.1. Chu thé thu thdp, lwu gitr va sir dung thdng tin ¢ nhan cia nguoi
tiéu dung

2.3.1.2. Chu thé giam sat, bdo vé thdng tin ca nhan cuia nguoi tiéu ding

2.3.2. Ngi dung bdo v¢ thong tin ca nhan cia ngwoi tiéu dung

2.3.2.1. Trach nhiém bdo dam an toan, an ninh thong tin ca nhan cia nguoi
tiéu dung

2.3.2.2. Trach nhiém tuan thz quy trinh xi ly théng tin c& nhan cua nguoi
tiéu dung

2.3.3. Bién phéap bdo vé thong tin ca nhan cia ngwoi tiéu dung

2.3.3.1. Tubao vé

2.3.3.2. Bao vé twr co quan nha nuoc

2.3.3.3. Xur ly hanh vi xam phgm thong tin ca nhan cua nguoi tiéu dung

2.4. CA4c yéu t6 tac dong dén phap luat va thuc tién thuc hién phap luat
vé bao vé thong tin ca nhan clia ngwoi tiéu dung

2.4.1. Sy phét trién kinh té sé va phat trién thwong mai dign tie

2.4.2. Ning Iyc thuec thi cia cac chi thé

2.4.3. Hoat dgng kinh doanh, dich vu theo chudi gia tri

2.4.4. Sw dong bé ciia quy dinh phap lugt vé bdo vé thong tin ca nhan cia
ngwoi tiéu dung

2.5. Céc tiéu chi danh gia phap luit vé bao vé thong tin ca nhan caa
nguoi tiéu dung ¢ Viét Nam
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Két luAn Chwong 2

Chuong 2 d hé thong hda va 1am sang to nhiing van dé Iy luan co ban vé phap
luat bao vé thdng tin ca nhan cua ngudi tiéu dung, qua dé hinh thanh nén tang khoa
hoc va phap ly cho viéc nghién ctru thuc trang va hoan thién phap luat ¢ cac chuong
tiép theo. Cu thé: (i) phan tich va xac dinh ban chit cua hoat dong bao vé théng tin
c& nhan ctia nguoi tiéu dung nhu mot yéu cau tat yéu trong x& hoi dit liéu, noi thong
tin c4 nhan vira mang gié tri nhan than vira c6 gia tri kinh té. Viéc 1am rd cac khai
niém “nguoi tiéu dung”, “thong tin ca nhan” va “bao vé théng tin ca nhan cua
ngudi tiu dung” cho thay ddy 1a mot quan hé xa hoi phic hop, vira mang tinh cé
nhan, vira gan lién véi trat tu thuong mai va su van hanh cua thi treong sé; (i) 1am
1d co s& 1y luan caa phép luat vé bao vé thdng tin ca nhan caa ngudi tiéu dung, xac
dinh day la linh vuc phap luat chuyén biét hinh thanh tir sy giao thoa gitra phap luat
quyén con ngudi va phap luat thuong mai — tiéu ding. Cac nguyén tac diéu chinh
duoc Luan an nhan dién nhu co so 1y luan cho viéc xay dung va van hanh co ché
phap luat trong linh vuc nay; (iii) phan tich ndi dung co ban caa phép luat vé bao
vé thdng tin c& nhan cua nguoi tiéu dung theo vong doi dir liéu, tir thu thap, xu ly,
luu tri¥, chia sé dén x6a hozc cham duat xu ly dit liéu va (iv) cac tiéu chi danh gia
phap luat vé bao vé thong tin ca nhan cua ngudi tiéu dung ¢ Viét Nam. Qua do,
Luan &n chi ra mbi quan hé giita quyén ciia nguoi tiéu dung, nghia vu cia doanh
nghiép va trach nhiém giam sat ciia Nha nuéc trong co ché bao vé thong tin ca
nhan. Bdng thoi, Chuong 2 ciing 1am 13 cac chu thé tham gia co ché bao vé théng
tin c& nhan cua nguoi tiéu ding va cac phuong thic thyuc hién quyén bao vé thong
tin c& nhan trong méi trudng sb. Bén canh d6, Luan an da phan tich cac yéu té anh
hudng dén sy hinh thanh va van hanh caa phap luat bao vé thdng tin ca nhan cua
ngudi tiéu dung nhu sy phat trién caa kinh té sb, thwong mai dién tir, hoat dong
kinh doanh theo chudi gia tri, nang luc thuc thi caa cac chi thé va tinh dong bo cua
hé thong phap luat.

Nhu vay, Chuong 2 da xay dung duoc khung ly luan va ly luan phap luat
tuong ddi toan dién vé bao vé thdng tin ca nhan cia nguoi tiéu ding trong nén kinh
té s6. Pay 1a co sé khoa hoc quan trong dé Luan é&n tiép tuc phan tich thuc trang
phap luat va thuc tién thyuc hién & Chuong 3, ddng thoi dé xuat dinh hudng va giai
phap hoan thién phap luat trong Chuong 4.
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CHUONG3
THUC TRANG PHAP LUAT VA THUC TIEN THUC HIEN PHAP
LUAT VE BAO VE THONG TIN CA NHAN CUA NGUOI TIEU DUNG

3.1. Thuc trang phap luat va thuc tién thuc hién phap luat vé cha thé
bao vé thdong tin ca nhan caa nguai tiéu dung

3.1.1. Thuc trang phép ludt vé chi thé bdo vé théng tin ca nhan ciia nguwoi
tiéu dung

3.1.1.1. Chu thé thu thdp, lwu gitr va sir dung thdng tin c& nhan cia nguoi
tiéu dung

T chuc, c& nhan truc tiép ban hang hda, cung cap dich vu cho ngudi tiéu
dung; trach nhiém giai trinh trong toan bo qua trinh xur ly théng tin; bén thi ba
tham gia vao qua trinh xtr ly thdng tin ca nhan ctia nguoi tiéu dung.

3.1.1.2. Chui thé giam séat, bao vé théng tin ca nhan cia ngueoi tiéu ding

Co quan quan Iy nha nudc; t6 chuc xa hoi tham gia bao vé nguoi tiéu ding;
nguoi tiéu dung.

3.1.2. Thuc tién thuc hién phap ludt vé chi thé bdo vé thong tin ca nhan
Cuia ngwoi tiéu dung

3.1.2.1. Thyec tién thuec hién phap ludt vé chu thé thu thdp, lwu gi va sik dung
thong tin ca nhan cua nguroi tiéu dung

3.1.2.2. Thuc tién thure hién phép ludt vé giam sat, bdo vé thdng tin c& nhan
Cua nguoi tiéu dung

3.2. Thuc trang phap luat va thuc tién thuc hién phap luat vé ndi dung
bao vé thong tin ca nhan caa ngwai tiéu dung

3.2.1. Thuc trang phép ludt vé ngi dung bdo vé thdng tin ca nhan cria
ngwoi tiéu dung

3.2.1.1. Quy dinh vé trach nhiém bdo dam an toan, an ninh théng tin c& nhan
Cua nguoi tiéu dung

3.2.1.2. Quy dinh vé trach nhiém tuan thi quy trinh x:z Iy théng tin c& nhan
Cua nguoi tiéu dung

3.2.2. Thuec tién thuc hign phap lugt vé ngi dung bdo vé thong tin ca nhan
Ciia ngwoi tiéu dung

3.2.2.1. Trach nhiém bao dam an toan, an ninh thong tin ca nhan cta nguoi
tiéu dung

3.2.2.2. Trach nhi¢m tuan tha quy trinh xu ly thong tin ca nhan cia nguoi
tiéu dung
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3.3. Thuc trang phap luat va thyc tién thuc hién phap luét vé bién phap
bao vé thdong tin ca nhan caa ngwai tiéu dung

3.3.1. Thuc trgng phap ludt vé bign phap bdo vé théng tin c& nhan cia
ngwoi tiéu dung

3.3.1.1. Quy dinh vé bién phap tu bao vé

3.3.1.2. Quy dinh vé bién phap bdo vé tir co quan nha nuréc

3.3.1.3. Quy dinh vé bién phap xi ly hanh vi xam pham thdng tin c& nhan
Cua nguoi tiéu dung

3.3.2. Thuec tién thuc hign phap lugt vé bign phap bdo vé thong tin ca nhan
Cuia ngwoi tiéu dung

3.3.2.1. Bi¢n phép tu bao vé théng tin ca nhan cia nguroi ti€u dung

3.3.2.2. Bién phép bdo Vvé tir co quan nha nuoc

3.3.2.3. Bi¢n phép xu ly hanh vi xdm phgm thong tin ca nhan cua nguoi tiéu
dung

3.4. Panh gia thuc trang va thuc tién thuc hién phap luat vé bao vé thong
tin c& nhan caa nguwdi tiéu dung, nguyén nhan ciaa nhitng han ché, vuéng
mac

3.4.1. Nhiéng bdt cap, khodng tréng cia phap ludt vé bao vé théng tin ca
nhén cia ngwoi tiéu dung

3.4.2. Nhitng vwéng méc trong thec tién thgec hién phap ludt vé bdo vé
thong tin c& nhan cia ngwoi tiéu dung

3.4.3. Nguyén nhan cia nhang han ché, viweng méc
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Két luAn Chwong 3

Chuong 3 d3 phan tich thuc trang phap luat va thyc tién thyuc hién phap luat
vé bao vé théng tin c& nhan cia nguoi tiéu dung & Viét Nam thong qua ba phuong
dién: cha thé bao vé, noi dung bao vé, va phuong thic bao vé.

V& chu thé bao vé thong tin c& nhan cta ngudi tidu dung, chuwong nghién citu
da chi ra nhom chu thé bao vé théng tin ca nhan cia nguoi tiéu dung theo quy
dinh phap luat hién hanh. Hé théng quy pham d3 budc dau xac dinh rd dia vi phép
ly cia tirng chu thé, thé hién su tiép cin ngay cang rd nét hon véi md hinh bao vé
da chu thé duoc thira nhan quéc té. Tuy nhién, thyc tién trién khai cho thay dia vi
phap Iy caa cac chi thé nay van con nhiéu han ché. Vé ndi dung bao vé théng tin
ca nhan cua nguoi ti€u dung, chuong da phan tich, danh gia ndi dung bao vé thong
tin c& nhan caa ngudi tiéu ding, gom: trach nhiém bao dam an toan, an ninh thdng
tin ca nhan cta nguoi tiéu dung va tuén tha quy trinh xtr ly théng tin ca nhan cua
nguoi tieu ding. Phap luat Viét Nam da co tién bo quan trong khi tiép can theo
hudng coi quyén dir liéu ca nhan 1a mot quyén doc 1ap, ¢6 ndi ham cu thé va yau
cau doanh nghiép tuan thu cac nguyén tic han ché muc dich, t6i thiéu hoa dix liéu
va bao mat. Tuy nhién, hé théng quy dinh con nhiéu bat cap, chwa theo kip thuc
tién xur ly thong tin c& nhan cia nguoi tiéu ding trén méi trudng sb. Trong thuc
té thuc hién, nhiéu doanh nghiép thu thap théng tin ca nhan caa nguoi tiéu ding
qua mic, st dung vao muc dich thtr cdp ma khong thong bao day du; co ché bao
mat con hinh thtc; viéc chia sé thong tin cd nhan cta nguoi tiéu dung gitra cac
nén tang dién ra nhung thiéu minh bach; va quyén yéu cau xéa hoic han ché xir
ly cuia nguoi tiéu dung chua duoc bao dam hiéu qua. Vé bién phap bao vé thong
tin ca nhan cua nguoi tiéu dung, chuong da phan tich, danh gia ba nhém bién phép
gom: (i) tu bao vé; (ii) bao vé tir co quan nha nudc; va (i) xt Iy hanh vi xam
pham. V& mat phap 1y, cac phuong thirc ndy duoc quy dinh twong dbi day du; tuy
nhién, thuc té cho thay hiéu luc thuc hién con han ché.

Tong thé, Chuong 3 cho thay phép luat Viét Nam vé bao vé thong tin ca nhan
clia nguoi tiéu dung dd co nhitg budc tién dang ghi nhan, timg budc tiép can
chuan muc qudc té. Tuy vay, khoang cach gitta quy dinh va thuc tién van dang
ké, thé hién qua su thiéu rd rang vé khai niém, thiéu nhat quan gitta cac van ban
phap luat, han ché trong nang luc thuc hién ciia co quan quan ly, mac do tuan tha
chua cao cua doanh nghiép va han ché vé nhan thirc caa nguoi tiéu dung. Nhiing
két luan nay tao nén tang quan trong dé NCS thuc hién cac chuong sau.
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CHUONG 4
DPINH HUOGNG, GIAI PHAP HOAN THIEN PHAP LUAT VA

NANG CAO HIEU QUA THUC HIEN PHAP LUAT VE BAO VE
THONG TIN CA NHAN CUA NGUOI TIEU DUNG

4.1. Pinh hwéng hoan thién phap luat vé bao vé thdng tin c& nhan caa
nguwoi tiéu dung

4.1.1. PhU hep véi thé ché, dwong 16i ciia Pang va Nha nuéc

Hoan thién phap luat vé bao vé thdng tin ca nhan cua ngudi tiéu dung phai
dugc dat trong tong thé chién lugc phat trién kinh té s, xa hoi sé va xay dung
cong dan sé6 ma Pang va Nha nudc dang thiic day.

4.1.2. Bdo dam tinh théng nhdt va déng bg ciia hé thong phap ludt vé bdo
vé thong tin ca nhén cia ngwoi tiéu dung

Mot trong nhimg dinh huéng quan trong trong hoan thién phéap luat vé bao
vé thong tin ca nhan caa ngudi tiéu ding 1a bao ¢am tinh théng nhat, ddng bo giira
phap luat vé bao vé quyén loi ngudi tiéu ding va phap luat vé bao vé di liéu ca
nhan, dic biét trong viéc xac dinh quyén cta nguoi tiéu dung va trach nhiém cua
t6 chuic, & nhan kinh doanh.

4.1.3. Phéap ly hda va kiém soat cac cong nghé méi trong bdo vé thong tin
ca nhan cua ngwoi tiéu dung

Trong tdm cua dinh hudng ndy 1a hoan thién co ché minh bach théng tin,
kiém soat muc dich xt |y, bao vé dit liéu duoc hinh thanh tir hoat dong phan tich
hanh vi va bao dam kha ning thuc hién cac quyén cta nguoi tiéu dung.

4.2. Giai phap hoan thién phap luat vé bao vé théng tin ca nhan cia
nguwoi tiéu dung

4.2.1. Hoan thién quy dinh vé chii thé bdo vé thong tin c& nhan ciia nguoi
tiéu dung

4.2.1.1. Hoan thién quy dinh vé chii thé thu thdp, lieu giir va sir dung

Pay 1a giai phap quan trong nham khac phuc tinh trang phan tan va thiéu
thong nhat caa phap luat hién hanh vé chi thé bao vé théng tin ca nhan cia ngudi
tiéu dung.

4.2.1.2. Hoan thién quy dinh vé chi thé giam sét, bdo vé théng tin c& nhan
Cua nguoi tiéu dung

Viéc hoan thién quy dinh phép luat vé chu thé giam sét, bao vé thdng tin ca
nhan cua nguoi tiéu dung 1a yéu cau cap thiét hién nay.
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4.2.2. Hoan thign quy dinh vé néi dung bdo vé thong tin c& nhan ciia nguoi
tiéu dung

4.2.2.1. Hoan thién quy dinh vé trach nhiém bdo dam an toan, an ninh thng
tin ca nhan cua nguoi tiéu dung

Thet nhdt, can hoan thién co ché phan loai dit liéu va danh gia rui ro dit liéu
lam co s& ap dung cac bién phap bao vé phu hop.

Thet hai, d6i véi nghia vu cua to chic, ca nhan kinh doanh, can tiép tuc cu
thé hda trach nhiém ky thuat va trach nhiém quan tri dix liéu trong toan bo qua
trinh xir ly théng tin ca nhan cua nguoi tiéu dung.

4.2.2.2. Hoan thién quy dinh vé trach nhiém tuan thi quy trinh x:z Iy thong tin c&
nhan cua nguroi tiéu dung

Thet nhdt, hoan thién quy dinh vé sy ddng Y cta ngudi tiéu dung trong qué
trinh xtr ly théng tin ca nhan.

Thet hai, hoan thién quy dinh vé nguyén tac xir Iy thong tin ca nhan dung
muc dich.

Thet ba, hoan thién quy dinh vé xt ly thong tin c& nhan thong qua bén tha ba
va hoat dong xu ly dit liéu thi cap.

Thet tr, hoan thién co ché trach nhiém giai trinh trong qua trinh xu ly théng
tin ca nhan cta nguoi tiéu dung.

4.2.3. Hoan thién quy dinh vé bién phap bdo vé thong tin ca nhan cia
ngwoi tiéu dung

4.2.3.1. Hoan thién quy dinh vé bién phap tur bdo vé

Lam rd trdch nhiém caa cac bén trong truong hop dit liéu duoc chia sé qua
nhiéu chu thé va hd trg nguoi tiéu ding thuc hién quyén khiéu nai, khai kién khi
thdng tin ca nhan bi xam pham.

4.2.3.2. Hoan thién quy dinh bién phap bdo vé tir co quan nha nuéc

Pé hoan thién quy dinh nay, can sira d6i va bo sung Piéu 11 va Piéu 51 Luat
BVQLNTD niam 2023 dé thiét 1ap thoi han bat bude d6i véi co quan nha nuéc khi
tiép nhan va xir Iy yéu cau cta nguoi tiéu ding vé vi pham thng tin ca nhan.

4.2.3.3. Hoan thién quy dinh vé bién phap xi Iy hanh vi xam pham théng tin
ca nhan cia nguoi tiéu dung

Mgt I3, can tiép tuc hoan thién co ché ap dung ché tai hanh chinh d6i véi hanh
vi xam pham théng tin c& nh&n cta nguoi tiéu dung.

Hai 13, can hoan thién ché tai hinh su d6i véi hanh vi xdm pham thdng tin cé
nhan cta nguoi tiéu dung theo hudng tang cuong kha nang xtr ly cac hanh vi vi
pham c6 tinh chat hé thong va thuong mai hda di liéu.

Ba 13, can hoan thién ché tai dan su va co ché boi thuong thiét hai d6i véi
hanh vi xadm pham thong tin c& nhan cta nguoi tiéu dung.
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4.3. Giai phap nang cao hiéu qua thuc hién phap luét vé bao vé théng
tin ca nhan caa ngwoi tiéu dung

4.3.1. Bdo dam higu qud hogt déng ciia co quan thuc hién phap ludt vé
bdo vé thong tin cd nhan cia ngwei tiéu dung

Viéc dam bao hiéu qua co quan thyuc thi phéap luat vé bao vé thong tin ca
nhan cua ngudi tieu ding can duoc trién khai trén ba noi dung: (i) cang cé t chuc
va tham quyén doc lap, (ii) xay dung co so dit liéu qudc gia vé vi pham dir lidu
lién thong da nganh, va (iii) chuan hoa tiéu chuan kg thuat bat budc theo thong I¢
qudc té.

4.3.2. Phat trién néng luc tw bdo vé thong tin ca nhan ciia ngwoi tiéu dung

Viéc phét trién ning luc tu bao vé thdng tin c& nhan cua ngudi tiéu ding can
duoc trién khai théng qua cac chién dich truyén théng qudc gia, tich hop ndi dung
bao vé thdng tin ca nhan vao hé thdng giéo duc va hd trg bang cac cong cu ky thuat
truc tuyén.

4.3.3. Co ché phéi hep lién nganh va hep tac quéc té trong bdo vé thong
tin c& nhan cia ngwoi tiéu dung

Bao vé thong tin ca nhan ciia nguoi tiéu ding trong moi trudng sb 12 nhiém
vu mang tinh lién nganh, doi hoi su phéi hop chat ché giita cac co quan nha nudc,
t6 chac xa hoi, doanh nghiép va déi tac quoc té.

4.3.4. Ung dung cong nghé trong bao vé théng tin ca nhan cia nguwoi tiéu
dung

Viéc ap dung cdng nghé tién tién git vai tro trong yéu trong qua trinh giam
sat va thyuc hién phap luat vé bao vé thong tin ca nhan cia nguoi tiéu ding trén
khong gian so.

4.3.5. Co ché giam sat xa hgi va tuan tha bdo vé théng tin ca nhan cia
ngwoi tiéu dung

Trach nhiém bao vé théng tin c& nhan cua nguoi tiéu dung khong chi thudc
vé Nha nuéc, ma con can co su chung tay cta cac to chuc xa hoi va su ty giac cua
cong dong doanh nghiép.
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Két luan Chwong 4

Trén co s& nhitng van dé Iy luan da duoc 1am rd tai Chuong 2 va phan tich,
danh gia thuc trang phap luat, thuc tién thuc hién phap luat & Chuong 3, Chuong
4 @3 dé xuat cac dinh huéng va giai phap nham hoan thién phap luat ciing nhu
nang cao hiéu qua thuc hién phap luat vé bao vé thdng tin c& nhan caa nguoi tidu
ding trong bdi canh chuyén d6i s6 va phat trién kinh té s ¢ Viét Nam. Chuong
d3 xac dinh ba dinh huéng co ban cho viéc hoan thién phap luat, bao gdm: bao
dam su phu hop véi cha truong, dudng 16i cua Pang va Nha nudc; bao dam tinh
théng nhat, dong bo cua hé thdng phap luat; va phap ly hoa, kiém soét cac cong
nghé méi trong hoat dong thu thap, xtr ly va khai thac thdng tin ca nhan cia nguoi
tiéu dung. Trén co sd cac dinh hudng d6, chuwong da dé xuat hé théng giai phéap
hoan thién phap luat theo ba nhdm noi dung trong tam: (i) hoan thién cac quy dinh
vé chu thé bao vé thong tin c& nhan cia nguoi tiéu dung, trong do6 tap trung lam
rd dia vi phép 1y, quyén, nghia vu va trach nhiém cia cac chu thé co thu thap, luu
giit, s dung thong tin ca nhan cling nhu cac chu thé thuc hién chirc ning giam sat
va bao vé quyén loi ctia ngudi tiéu dung; (i) hoan thién cac quy dinh vé noi dung
bao vé thdng tin ca nhan, bao gom trach nhiém bao dam an toan, bao mat dit liéu
va trach nhiém tuan tha quy trinh xur ly thdng tin c& nhén trong toan bg vong doi
dir liéu; (iii) hoan thién cac quy dinh vé bién phap bao vé thong tin ca nhan, két
hop giita co ché tu bao vé cia nguoi tidu ding, co ché bao vé thong qua co quan
nha nude c6 tham quyén va co ché xir Iy cac hanh vi xam pham théng tin ca nhan.

Bén canh céc giai phap hoan thién phap luat, chuong ciing dé xuét cac giai
phap nham nang cao hiéu qua thuc hién phap luat, bao géom bao dam hiéu qua
hoat dong cuia cac co quan thuc hién phép luat; phat trién ning luc ty bao vé cua
nguoi tiéu dung; ting cudng co ché phdi hop lién nganh va hop tac québc té; thic
day g dung cong nghé trong quan ly, gidm sat va bao théng tin c& nhan cua
nguoi tiéu ding; dong thoi phét huy vai tro cua co ché giam sét xa hoi trong viec
bao dam tuan thi phap luat vé bao vé thong tin ca nhan cia nguoi tiéu dung. Nhin
chung, cac giai phap dugc dé xuat trong Chuong 4 dugc xay dung trén co sd két
hop giita yeu cau hoan thién phap luat va yéu cau nang cao hiéu qua thuc hién
phap luat, hudng téi muc tidu xay dung co ché bao vé thong tin ca nhan caa nguoi
tiéu dung dong bo, kha thi va pht hop véi diéu kién phat trién caa Viét Nam. Qua
d6 gop phan bao dam tt hon quyén va loi ich hop phap cua ngudi tiéu ding, nang
cao niém tin trong cac giao dich s va dap tng yéu cau phaét trién bén viing cua
nén kinh té sé trong béi canh hoi nhap qudc té.
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KET LUAN

Trong béi canh chuyén dai s, kinh té s6 va cac mé hinh kinh doanh dura trén
dir liéu phét trién manh mg, théng tin ca nhan caa nguoi tiéu ding ngay cang c6
gia tri kinh té, dong thoi ddi dién vai nhidu nguy co bi thu thap, khai thac va sir
dung trai phap luat. Thuc tién nay dat ra yéu cau hoan thién co ché phap Iy nham
bao dam quyén va loi ich hop phap cia ngudi tiéu dung trong méi trudng sb. Trén
co s& muc tiéu va nhiém vu nghién ctru d xac dinh, Luan an da 1am rd nhirng van
dé ly luan, danh gia thuc trang phap luat va thyc tién thuc hién phép luat, dong
thoi tham khao kinh nghiém phap luat nudc ngoai dé dé xuét cac giai phap hoan
thién phap luat vé bao vé thong tin ca nhan cua ngudi tiéu ding & Viét Nam.
Nhitng két qua nghién ciu cha yéu cua Luan an dugc khai quat nhu sau:

Thit nhdt, vé phuong dién ly luan, Luan an di hé théng hoa va lam rd céac
van dé Iy luan vé théng tin ca nhan cia ngudi tiéu dung, bao vé théng tin c& nhan
ctia nguoi tiéu dung va phap luat vé bao vé théng tin ca nhan caa ngudi tiéu dung.
Qua d6, Luan an xac dinh viéc bao vé thong tin ca nhan khdng chi gin voi quyén
riéng tr ma con 1a mot ndi dung quan trong trong co ché bao vé quyén loi nguoi
tiéu dung, dac biét trong diéu kién bat can xang thong tin giira nguoi tiéu dung va
t6 chire, ca nhan kinh doanh. Pong thoi, Luan an xac dinh ba nhém noi dung phép
Iy co ban gom chu thé bao vé, ndi dung bao vé va bién phéap bao vé théng tin ca
nhan cta nguoi tiéu dung, 1am co s cho viéc danh gia thuc trang phép luat va dé
Xuat cac giai phap hoan thién.

Thet hai, vé thuc trang phap luat va thyc tién thuc hién phéap luat, Luan an
chi ra rang phap luat Viét Nam di ting budc hinh thanh co ché bao vé thdng tin
ca nhan cia nguoi tiéu dung nhung van con nhiing han ché vé tinh thong nhat,
ddng bd va hiéu qua thuc thi. Cac quy dinh lién quan con phan tan trong nhiéu
van ban phap luat; mot sé noi dung chua bao dam su théng nhat trong diéu chinh
quan hé tiéu dung trén moi truong s6. Bén canh do, viéc thuc hién cac quy dinh
vé thu thap, str dung, xu 1y, luu trit va chia sé thdng tin ca nhan cua nguoi tiéu
ding van con nhing bat cap; ning luc tu bao vé cia ngudi tiéu dung va hiéu qua
ctia cac co ché gidm sét, xt 1y vi pham chua dap Gmg day da yéu cau thuc tién.
Nhitng két qua nay cho thay su can thiét phai hoan thién phép luat déng thoi véi
nang cao hiéu qua to chuc thuc hién.

Thez ba, vé hoan thién phap luat, trén co so nhirng bat cap di dugc nhan dién,
Ludn an dé xuat c&c giai phap tap trung vao ba nhém van dé trong tam: (i) hoan
thién quy dinh phap luat vé cha thé tham gia bao vé thong tin ca nhan cua nguoi
tiéu dung, 1am rd quyén, nghia vu va trach nhiém cta cac chu thé co lién quan;
(ii) hoan thién cac quy dinh vé noi dung bao vé théng tin c& nhan ciia ngudi tiéu
dung trong qua trinh thu thap, str dung, xtr 1y, luu trir va chia sé thong tin; (iii)
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hoan thién cac quy dinh vé bién phéap bao vé théng tin ca nhan cua nguoi tidu
ding, bao gém co ché tu bao vé, co ché bao vé thong qua co quan nha nudc co
tham quyén va co ché xir ly hanh vi vi pham. Céc giai phap huéng dén bao dam
tinh thng nhat, dong bo va kha thi cua hé thong phap luat trong diéu kién phét
trién kinh té sé.

Thet fu, vé nang cao hiéu qua thuc hién phap luat, Luan an dé xuat céc giai
phap chi yéu gom tang cudng ning luc cla co quan quan ly va thuc thi phap luat;
nang cao nhan thic, kién thirc phép luat va kha ning ty bao vé thdng tin ca nhan
ctia ngudi tiéu dung; ting cuong trach nhiém tuan tha phap luét cua té chic, ca
nhan kinh doanh; diy manh phdi hop lién nganh, hop tac quéc té va tng dung
cdng nghé trong hoat dong quan ly, gidm sét, phat hién va xu Iy vi pham; dong
thoi phéat huy vai trd caa cac to chire xa hoi trong viéc bao vé quyén loi ngudi tiéu
dung.

Tu nhitng két qua nghién cu trén, Luan an gop phan bo sung co sé Iy luan
vé phap luat bao vé théng tin ca nhan cia nguoi tiéu ding trong mdi trudng s6,
ddng thoi cung cap cac luan ci khoa hoc va thuc tién phuc vu viéc hoan thién
phap luat va nang cao hiéu qua thuc thi tai Viét Nam. Cac két qua nghién ctu c6
thé dugc sir dung 1am tai liéu tham khao trong hoat dong xay dung phap luat,
hoach dinh chinh sach, nghién ctu va giang day phap luat, gop phan bao dam tot
hon quyén va loi ich hop phap cia nguoi tiéu ding trong bbi canh chuyén doi sb
va hoi nhap quéc té.
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INTRODUCTION

1. The urgency of researching the dissertation topic

In recent years, with the rapid development of digital technology, e-
commerce, and data-driven business models, consumers' personal information has
increasingly been collected, processed, and exploited in commercial activities.
When shopping online, making electronic payments, or using digital services,
consumers are often required to provide various types of personal information,
such as their names, telephone numbers, addresses, bank account details, and
consumption habits. Such information is used not only for the provision of goods
and services but also for advertising, marketing, and customer behavior analysis.
This demonstrates that personal information is closely associated with the rights
to privacy and personality rights, while also possessing economic value in the
digital environment. However, the commercial exploitation of personal
information also gives rise to risks of infringing upon consumers' lawful rights
and interests, particularly where the collection, use, and sharing of such
information exceed what is necessary or occur without valid consent. In consumer
relations in the digital environment, consumers often face information asymmetry
and have less control over their data than business organizations and individuals.
Although consumers have the right to determine whether and how their personal
information is provided and used, they are not always able to control the purposes,
scope, and processes of data processing. The application of data analytics
technologies and the exploitation of consumer behavior further raise legal issues
concerning the voluntary nature of consent, the responsibilities of business
entities, and legal mechanisms for ensuring the effective exercise of consumers'
rights to control their personal information.

From the perspective of legal scholarship, the protection of consumers'
personal information is closely connected with privacy law, personal data
protection law, and consumer protection law. Many countries and regions have
established legal mechanisms governing personal data processing, notably the
European Union's General Data Protection Regulation (GDPR), Japan's Act on
the Protection of Personal Information (APPI), and South Korea's Personal
Information Protection Act (PIPA). In Vietnam, existing studies have contributed
to the development of theoretical foundations and the formulation of proposals
for legal reform. Nevertheless, further research is needed to clarify the specific
legal characteristics of personal information protection in consumer relations,
particularly the relationship between consumers' rights to control their personal
information and the legal responsibilities of business organizations and
individuals, as well as the interrelationship among the subjects, substantive
aspects, and measures of consumer personal information protection.

From a legal perspective, the right to personal information protection has
been recognized in the 2013 Constitution and further specified in the 2015 Civil
Code (BLDS), the 2023 Law on Electronic Transactions (Luat GDDT), the 2023
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Law on Protection of Consumer Rights (Luat BVQLNTD), the 2025 Law on
Personal Data Protection (Luat BVDLCN), the 2025 Law on Digital Technology
Industry (Luat CNCNS), the 2025 Law on Cybersecurity (Luat ANM), and
relevant implementing regulations. Although the legal framework has been
progressively improved, differences in the scope and subjects of regulation among
these legal instruments necessitate an assessment of the consistency and
coherence of provisions governing the rights, obligations, and responsibilities of
relevant parties in personal information processing activities, as well as
mechanisms for ensuring the exercise of consumer rights and protective measures
available to consumers in cases of legal violations.

In practice, the unlawful collection, use, sharing, and dissemination of
personal information remain matters of concern in e-commerce, banking, finance,
insurance, telecommunications, and digital services. Consumers continue to face
difficulties in controlling their personal information and seeking protection of
their rights when infringements occur. Meanwhile, the effectiveness of personal
information protection depends not only on legal provisions but also on the
compliance of business entities, the enforcement capacity of competent
authorities, and consumers' ability to protect themselves. Therefore, it is necessary
to distinguish shortcomings in legal provisions from limitations in their practical
implementation in order to identify underlying causes and formulate appropriate
solutions.

In light of these considerations, research on the topic “Law on the Protection
of Consumers' Personal Information in Vietnam” is of pressing theoretical and
practical significance. The research contributes to strengthening the theoretical
foundations from the perspective of economic law and provides scientific grounds
for improving the legal framework and enhancing the effectiveness of the
protection of consumers' lawful rights and interests in the context of digital
transformation and international integration.

2. Research Objectives and Tasks

2.1. Research Objective

The dissertation aims to clarify the theoretical and practical issues
concerning the law on the protection of consumers' personal information in
Vietnam in the context of the current development of the digital economy and
digital transformation. On this basis, the dissertation assesses the current state of
the law and the practical implementation of legal provisions on the protection of
consumers' personal information, thereby proposing orientations and solutions for
legal reform to enhance the effectiveness of protecting consumers' lawful rights
and interests in the digital econom.

2.2. Research Tasks

First, to review domestic and international studies related to the protection
of consumers' personal information. On this basis, the dissertation identifies the
theoretical foundations, research approaches, relevant theories, and scholarly
perspectives to be adopted and further developed in order to establish the
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theoretical framework for the research.

Second, to clarify the theoretical and legal theoretical issues concerning the
protection of consumers' personal information in the digital economy.

Third, to analyze and assess the current state of Vietnamese law on the
protection of consumers' personal information and the practical implementation
of such law in the contemporary digital environment.

Fourth, to propose orientations and solutions for improving the legal
framework and enhancing the effectiveness of the implementation of the law on
the protection of consumers' personal information in Vietnam in the context of the
ongoing development of the digital economy.

3. Research Subject Matter and Scope

3.1. Research Subject Matter

The subject matter of the dissertation includes: (i) theoretical issues
concerning the protection of consumers' personal information, approached
through relevant scholarly perspectives, legal theories, and governing principles;
(i) current Vietnamese legal provisions on the protection of consumers' personal
information; and (iii) an assessment of the practical implementation of the law on
the protection of consumers' personal information in Vietnam.

3.2. Scope of Research

Substantive scope: The dissertation focuses on theoretical issues, legal
provisions, and the practical implementation of the law on the protection of
consumers' personal information in relationships between consumers and
organizations or individuals engaged in the business of providing goods and
services, with particular emphasis on the collection, use, processing, storage,
sharing, and protection of personal information in the digital environment.

Geographical scope: The dissertation primarily examines the law and its
practical implementation concerning the protection of consumers' personal
information in Vietnam. In addition, it refers to the laws and experiences of
selected countries and regions, notably the European Union (EU), Japan, and
South Korea, for the purposes of comparison, drawing relevant lessons, and
identifying useful insights for improving Vietnamese law.

Temporal scope: The temporal scope of the dissertation covers the period
from 2020 to 2025.

4. Research Methods

Analytical and Synthesis Method; Theoretical Classification and
Systematization Method; Comparative Legal Method; Case Study Method;
Scientific Forecasting Method; Statistical Method.

5. Scientific and Practical Significance of the Dissertation

5.1. Scientific Significance

The dissertation contributes to supplementing and clarifying the theoretical
foundations of the protection of consumers' personal information in the digital
economy from the perspective of economic law.



5.2. Practical Significance

- For competent legislative authorities: The dissertation may serve as a
reference document for the formulation, amendment, and improvement of laws
on the protection of consumers' personal information in the context of the
development of the digital economy and digital transformation in Vietnam.

- For law-implementing authorities: The dissertation contributes to
providing a reference basis for the application and enforcement of legal provisions
relating to the protection of consumers' personal information in the digital
environment, particularly in e-commerce activities and the provision of digital
services.

- For businesses: The dissertation helps raise awareness of legal
responsibilities in the collection, use, and processing of consumers' personal
information, thereby contributing to improved legal compliance and the
prevention of infringements upon personal information in business activities.

- For consumers and social organizations: The dissertation contributes to
enhancing legal awareness and supporting the protection of consumers' lawful rights
and interests in the digital environment.

- For legal education institutions: The dissertation may also be used as a
reference material for research, teaching, and learning activities at legal education
institutions and in disciplines related to law, e-commerce, and personal data
protection.

6. New Contributions of the Dissertation

- The dissertation contributes to supplementing and developing the
theoretical foundations of the protection of consumers' personal information from
the perspective of economic law.

- The dissertation identifies shortcomings in the interrelationship between
consumer rights, the obligations of business organizations and individuals, and
mechanisms for protecting personal information. It also distinguishes deficiencies
in legal provisions from shortcomings in their practical implementation, thereby
clarifying the underlying causes affecting the effectiveness of consumers'
personal information protection in the digital environment.

- The dissertation adopts a comparative legal research approach that focuses
on mechanisms for protecting consumers' personal information in digital
commerce rather than a general approach to personal data protection. Through an
examination of the experiences of the European Union (EU), Japan, and South
Korea, the dissertation draws relevant lessons of reference value for the
improvement of Vietnamese law.

- The dissertation proposes orientations and solutions for improving the legal
framework on the protection of consumers' personal information in Vietnam in a
manner consistent with the requirements of the digital economy and the process
of digital transformation.



7. Structure of the Dissertation

Apart from the preliminary sections and appendices, including the
Acknowledgements, Declaration, List of Abbreviations, Table of Contents,
Introduction, and List of References, the main body of the dissertation is
structured into the following chapters:

Chapter 1: Overview of Research Status and Theoretical Foundations

Chapter 2: Theoretical Issues and Legal Theory on the Protection of
Consumers’ Personal Information

Chapter 3: Current Legal Framework and Practical Implementation of the
Law on the Protection of Consumers’ Personal Information

Chapter 4: Orientations and Solutions for Improving the Law and
Enhancing the Effectiveness of Legal Implementation in Protecting Consumers’
Personal Information



CHAPTER 1
OVERVIEW OF RESEARCH STATUS AND THEORETICAL
FOUNDATIONS

1.1. Research Status Related to the Dissertation Topic

1.1.1. Research on Theoretical and Legal-Theoretical Issues Concerning
the Protection of Consumers’ Personal Information

1.1.1.1. Studies on Theoretical Issues Relating to Consumers’ Personal
Information

A representative study is that of Marc Pelteret and Jacques Ophoff (2016),
entitled “A4 Review of Information Privacy and Its Importance to Consumers and
Organizations”, published in Informing Science: The International Journal of an
Emerging Transdiscipline. Similarly, Shulman, Ngo, and Meyer (2020), in their
study “Order of Control and Perceived Control over Personal Information”,
published in the conference proceedings Privacy and Identity Management. Data
for Better Living: Al and Privacy within the IFIP Advances in Information and
Communication Technology series, argue that privacy is fundamentally grounded
in an individual’s ability to control the disclosure, use, and processing of
information relating to oneself. Another notable contribution is the work of
William Jones and Jaime Teevan (2017), Personal Information Management,
published in Seattle by the University of Washington Press. Developed from a
workshop funded by the National Science Foundation and held in Seattle,
Washington, this book provides important insights into the management and
control of personal information in the digital age.

1.1.1.2. Studies on the Theoretical Foundations of the Protection of
Consumers’ Personal Information

From the perspective of legal policy, Mary J. Culman and Robert J. Bies
(2003), in  “Consumer Privacy: Balancing Economic and Justice
Considerations”, proposed three competing and intermediate approaches to the
issue of consumer privacy. From an economic and policy perspective, the book
Privacy and the Commercial Use of Personal Information by Rubin, Paul H., and
Lenard, Thomas M. (2002), published in the United States by Kluwer Academic
Publishers, examined issues relating to privacy and the commercial use of
personal information. Meirong Guo (2012), in “A Comparative Study on
Consumer Right to Privacy in E-Commerce”, published online in a SciRP
scientific journal, compared legal regulations governing privacy rights in
electronic commerce in the European Union, the United States, Japan, and China,
among other jurisdictions.

1.1.1.3. Studies on the Legal Theories of the Protection of Consumers’
Personal Information

Ngo Vinh Bach Duong (2019), in the article “Consumer Information
Protection”, argues that this issue has been regulated by Vietnamese law through
various legal normative documents. Similarly, Nguyen Thanh Tuan (2023), in
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“Protection of Consumer Rights in the Current Context”, affirms that personal
information constitutes one of the fundamental rights and interests of consumers
that should be protected by law. A notable study is that of Nguyen Thi Van Anh
(2013), entitled “Research on the Law Governing the Right to Information and
the Protection of Consumer Information in Vietnam”, which analysed and
clarified the theoretical foundations as well as the current state of Vietnamese law
concerning the right to be informed and the protection of consumers’ personal
information. In addition, Tran Thi Thu Phuong (2020), in the article “Personal
Information Protection under the Laws of Selected Countries and Implications for
Vietnam”, analysed and clarified the fundamental concepts relating to personal
information and the right to the protection of personal information. In the field of
electronic commerce, Nguyen Van Hung (2023), in “Protection of Consumers’
Personal Information in Electronic Commerce Transactions”, points out that
electronic commerce has developed extensively across many countries around the
world and that, consequently, infringements upon consumers’ personal
information, whether direct or indirect, have become increasingly prevalent. The
book Problems and Materials on Consumer Law (6th ed.) by Douglas J. Whaley
(2011), published by Aspen Publishers, primarily addresses the major issues of
consumer protection law. Likewise, Consumer Protection Law (2nd ed.) by
Geraint G. Howells and Stephen Weatherill (2005), published by Ashgate
Publishing Ltd., provides a comprehensive update on consumer protection law in
the United Kingdom. Furthermore, lain Ramsay’s (2012) book Consumer Law
and Policy: Text and Materials on Regulating Consumer Markets represents a
significant scholarly contribution to the study of the legal regulation of consumer
markets.

1.1.2. Research on the Current Legal Framework and the Practice of
Implementing Laws on the Protection of Consumers’ Personal Information

1.1.2.1. Studies on the Current Legal Framework Governing the Protection
of Consumers’ Personal Information

Within the group of studies examining the current legal framework, Nguyen
Van Cuong (2020), in “The Current Legal Framework on Personal Information
Protection in Vietnam and Directions for Improvement”, published in the
Legislative Studies Journal, analysed the state of personal information protection
law in Vietnam and proposed recommendations for legal reform. In addition, his
article “Responsibilities of Business Entities in Consumer Information Protection
under Vietnam’s Current Legislation” (2022), published in the Vietnam Law
Forum of the Vietnam News Agency, as well as the article “Responsibilities of
Business Organisations and Individuals in Protecting Consumer Information
under Current Vietnamese Law” (2022), published in the People’s Court Journal,
examined the legal responsibilities of business entities in protecting consumer
information under Vietnamese law. Nguyen Thi Ngoc Tu (2023), in “The Current
Legal Framework and Recommendations for Enhancing the Protection of
Customer Information in Electronic Commerce Transactions”, published in the
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Industry and Trade Magazine, analysed legal issues relating to the protection of
customer information in electronic commerce transactions. In addition, Le Minh
Hong and Do Tien Dung, in the article “International Law on Personal
Information Protection”, published in the Information Security Journal, classified
three major models of personal information protection law, namely the European
model, the United States model, and the hybrid model adopted by several Asian
jurisdictions. With respect to Chinese law, Shujie Cui and Peng Qi (2021), in “The
Legal Construction of Personal Information Protection and Privacy under the
Chinese Civil Code”, published in Computer Law & Security Review (Vol. 41),
examined the development and improvement of Chinese laws relating to personal
information protection and privacy rights.

1.1.2.2. Studies on the Practice of Implementing Laws on the Protection of
Consumers’ Personal Information

Tran Van Bien (2009), in the article “Law on the Protection of Personal
Information on the Internet”, analysed the risks of personal information
infringements in the online environment through various common forms of
violations. Duong Thi Cam Hang (2021), in the article “The Current State of the
Enforcement of Laws on the Right to the Confidentiality of Consumers’ Personal
Information in Vietnam ”, focused on analysing the practical application of legal
regulations in this field. In addition, Le Tran Quoc Cong and Nguyen Dao Phuong
Thuy (2022), in the article “Privacy Rights and the Protection of Personal
Information in the Sharing Economy under European Union Law: Lessons for
Vietnam”, approached the issue from the perspective of the practical
implementation of laws relating to the protection of personal information.

1.1.3. Research on the Improvement of Laws on the Protection of
Consumers’ Personal Information

From an international perspective, Zhenxing Zhang and Yunfei Zha (2023),
in “Systematic Construction of the Lawfulness of Processing Employees’
Personal Information under China’s Personal Information Protection Law”,
examined the development of a legal framework aimed at ensuring the lawfulness
of processing employees’ personal information under China’s Personal
Information Protection Law. Tran Thi Hong Hanh (2018), in “Improving the Law
on Personal Information Protection in Vietnam”, comprehensively analysed the
factors influencing the improvement of legal regulations on personal information
protection. In addition, Phan Thi Lan Phuong (2022), in “Improving Consumer
Protection Law to Better Guarantee E-Consumer Rights”, published in the
Vietnam Law Forum of the Vietnam News Agency, discussed measures for
strengthening consumer protection law in the digital environment. Furthermore,
the article “Improving the Law on the Protection of Personal Information of
Consumers Purchasing Goods through Websites and Mobile Applications”
analysed shortcomings in the implementation of legal provisions concerning
consumer protection and proposed recommendations for improving the legal
framework in this area.



1.2. Assessment of the Research Results of Scientific Works Related to
the Dissertation Topic and Issues for Further Research

1.2.1. Assessment of the Research Results of Scientific Works Related to
the Dissertation Topic and Matters Inherited by the Dissertation

First, regarding the theoretical and legal-theoretical aspects of the protection
of consumers' personal information, existing studies have contributed to clarifying
the nature, role, and value of personal information in social life and business
activities.

Second, regarding studies on the current state of the law and its practical
implementation concerning the protection of consumers' personal information,
existing research has provided a relatively clear account of the formation,
development, and limitations of Vietnam's legal framework on personal
information protection.

Third, regarding orientations and solutions for improving the law on the
protection of consumers' personal information, existing studies have proposed
various solutions relating to the improvement of legal provisions, the
strengthening of the responsibilities of business organizations and individuals,
ensuring transparency in information processing activities, and enhancing the
effectiveness of supervision and the handling of violations.

1.2.2. Research Gaps and Issues for Further Investigation by the
Dissertation

First, regarding theoretical and legal-theoretical issues, previous studies
have not fully clarified the specific legal characteristics of personal information
in consumer relations or the relationship between consumers' rights to control
their personal information and the data exploitation activities of business entities.
Therefore, the dissertation further examines the concepts, characteristics, roles,
and legal-theoretical issues concerning the subjects, substantive aspects, and
measures of protecting consumers' personal information.

Second, regarding the current state of the law and its practical
implementation, previous studies have not comprehensively assessed the
consistency and coherence between personal data protection law and consumer
protection law, or the effectiveness of their enforcement in practice. Accordingly,
the dissertation further evaluates the current legal framework and its practical
implementation, identifying existing shortcomings, limitations, and their
underlying causes.

Third, regarding orientations and solutions for legal reform, previous studies
have not adequately established the interrelationship between consumer rights,
the responsibilities of business entities, and protective measures. On this basis,
the dissertation proposes solutions for improving the legal framework and
enhancing the effectiveness of its implementation, with selective reference to
international experiences appropriate to Vietnam's conditions.



1.3. Theoretical Foundations of the Research

1.3.1. Research Theories

Theory of Consumer Exploitation and Autonomy in the Digital Environment;
Information Asymmetry Theory; Communication Privacy Management Theory;
Consumer Behaviour Theory.

1.3.2. Research Questions and Research Hypotheses

1.3.2.1. Research Question and Hypothesis 1

1.3.2.2. Research Question and Hypothesis 2

1.3.2.3. Research Question and Hypothesis 3

1.3.2.4. Research Question and Hypothesis 4

1.3.3. Research Approaches

- Economic, Legal, and Technological Approach.

- Rights-Based Approach.

- Systems Approach.
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Conclusion of Chapter 1

Chapter 1 of the dissertation provides a comprehensive review, systematization,
and evaluation of domestic and international studies related to the protection of
consumers' personal information, organized into three main groups: (i) theoretical
and legal-theoretical issues; (ii) the current state of the law and its practical
implementation; and (iii) orientations and solutions for legal reform. Through the
analysis, comparison, and evaluation of previous studies, Chapter 1 identifies
valuable research findings that can be inherited and further developed, while also
highlighting existing research gaps that require further investigation and resolution.
The literature review reveals that previous studies have established preliminary
theoretical foundations concerning the right to privacy, personal data protection, and
consumer protection in the digital environment, while also identifying various
shortcomings in legal provisions and their practical implementation regarding
personal information protection. However, existing research has primarily
approached personal information from the perspective of privacy rights or personal
data protection in general, without sufficiently examining the specific legal
characteristics of consumers' personal information within consumer—commercial
relationships in the digital economy. Furthermore, previous studies have not
adequately clarified the relationship between data exploitation for commercial
purposes and the need to protect consumers' lawful rights and interests; have not
comprehensively assessed the effectiveness of legal implementation in the digital
environment; and have paid insufficient attention to mechanisms for controlling data
processing activities on digital platforms and in e-commerce. On this basis, Chapter
1 identifies the key issues for further investigation in the dissertation, including
developing the theoretical and legal-theoretical foundations for the protection of
consumers' personal information in the digital economy; analyzing the current state
of the law and its practical implementation in Vietnam; and proposing orientations
and solutions for legal reform consistent with the requirements of consumer
protection in the context of contemporary digital transformation. To address these
research issues, Chapter 1 establishes the dissertation's theoretical framework based
on the following theories: (i) behavioral exploitation and consumer autonomy in the
digital environment; (ii) information asymmetry; (iii) information boundaries; (iv)
consumer behavior; and (v) protection motivation. In addition, the dissertation
adopts the following research approaches: the economic—legal and technological
approach, the theoretical approach, and the systems approach. Thus, Chapter 1 not
only clarifies the research context and scientific research gaps but also establishes
the theoretical foundations, methodological approaches, and overall research
orientations for the entire dissertation, providing the basis for the subsequent
analyses presented in Chapters 2, 3, and 4.
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CHAPTER 2
THEORETICAL AND LEGAL-THEORETICAL ISSUES ON THE
PROTECTION OF CONSUMERS’ PERSONAL INFORMATION

2.1. Theoretical Foundations of the Protection of Consumers’ Personal
Information

2.1.1. Concept of the Protection of Consumers’ Personal Information

2.1.1.1. Concept of Consumer

A consumer is an individual, agency, or organization that purchases or uses
goods or services to satisfy final consumption or daily living needs, without
commercial or profit-making purposes.

2.1.1.2. Concept of Consumers' Personal Information

Consumers' personal information refers to information that individuals
provide or use in the course of participating in consumer relations with
organizations or individuals engaged in the business of providing goods or services.

2.1.1.3. Legal Nature of Consumers' Personal Information

The legal nature of consumers' personal information should be approached
from two perspectives: as an object of individuals' rights to privacy, personality
rights, and data autonomy, and as a data asset possessing economic value in the
digital economy.

2.1.2. Concept and Characteristics of the Protection of Consumers’
Personal Information

2.1.2.1. Concept of the Protection of Consumers' Personal Information

The protection of consumers' personal information refers to the application of
legal measures to ensure the security and confidentiality of personal information
and to protect consumers' lawful rights and interests against unlawful collection,
use, processing, or exploitation of personal information in consumer relations.

2.1.2.2. Characteristics of the Protection of Consumers' Personal Information

First, the protection of consumers' personal information is closely associated
with consumer relations and transactions involving goods and services.

Second, the protection of consumers' personal information is characterized by
the protection of the weaker party in consumer relations.

Third, the protection of consumers' personal information is associated with the
economic value and commercial exploitation potential of personal data.

Fourth, the protection of consumers' personal information has a broad scope
and encompasses the entire data processing lifecycle.

Fifth, the protection of consumers' personal information is closely linked to
the digital technological environment and cyberspace.

Sixth, the protection of consumers' personal information has a cross-border
dimension and requires multi-stakeholder regulatory coordination.
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2.1.3. Significance of the Protection of Consumers’ Personal Information

First, for consumers, the protection of personal information serves as a
foundation for ensuring privacy rights, security, and autonomy in the digital
consumer environment.

Second, for businesses, the protection of personal information provides a basis
for building reputation, corporate social responsibility, and customer trust in digital
business activities.

Third, for state regulatory authorities, the protection of consumers’ personal
information constitutes an important tool for maintaining regulatory order and
controlling data-processing activities within the digital economy.

Fourth, for the market, the protection of consumers’ personal information
contributes to maintaining the fairness, transparency, and stability of consumer
relationships.

Fifth, the protection of personal information serves as a foundation for
international integration and the sustainable development of consumer markets.

2.2. Legal Theory of the Protection of Consumers’ Personal Information

2.2.1. Concept of Laws on the Protection of Consumers’ Personal Information

Laws on the protection of consumers’ personal information may be
understood as a system of legal principles and rules enacted or recognised by the
State to regulate social relations arising from the collection, processing, storage,
sharing, and use of consumers’ personal information, with the aim of ensuring
confidentiality, preventing abuse, unauthorised use, or the anonymisation of data in
commercial activities and digital transactions.

2.2.2. Characteristics of Laws on the Protection of Consumers’ Personal
Information

First, such laws are developed on the basis of regulating asymmetric information
relationships between consumers and business organisations or individuals.

Second, they are characterised by the involvement of multiple stakeholders and a
layered allocation of legal responsibilities in data-processing activities.

Third, they possess a cross-border dimension and are significantly influenced by
the digital environment.

Fourth, they regulate the entire data lifecycle through multi-layered protection
mechanisms and a risk-based approach.

2.2.3. Principles Governing Laws on the Protection of Consumers’
Personal Information

First, the principle of lawfulness, transparency, and fairness.

Second, the principle of purpose limitation and collection limitation.

Third, the principle of data confidentiality and security.

Fourth, the principle of consumer consent.

Fifth, the principle of the right to access, rectify, and erase data.

2.2.4. Roles of Laws on the Protection of Consumers’ Personal Information

Laws on the protection of consumers’ personal information serve to ensure
individuals’ privacy rights, personality rights, and data autonomy; address information
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asymmetry in consumer relationships; regulate data-exploitation activities in the digital
economy; foster consumer trust; and promote a balance between the development of the
digital economy and the protection of human rights.

2.3. Contents of Laws on the Protection of Consumers’ Personal Information

2.3.1. Actors Involved in the Protection of Consumers’ Personal Information

2.3.1.1. Entities Responsible for the Collection, Storage, and Use of Consumers’
Personal Information

2.3.1.2. Entities Responsible for Supervising and Protecting Consumers’ Personal
Information

2.3.2. Contents of the Protection of Consumers’ Personal Information

2.3.2.1. Responsibility for Ensuring the Safety and Security of Consumers’
Personal Information

2.3.2.2. Responsibility for Compliance with Procedures for Processing
Consumers’ Personal Information

2.3.3. Measures for the Protection of Consumers’ Personal Information

2.3.3.1. Self-Protection

2.3.3.2. Protection by State Authorities

2.3.3.3. Measures for Addressing Infringements of Consumers’ Personal
Information

2.4. Factors Affecting Laws and the Practice of Implementing Laws on
the Protection of Consumers’ Personal Information

2.4.1. The Development of the Digital Economy and Electronic Commerce

2.4.2. Enforcement Capacity of Relevant Actors

2.4.3. Business Activities and Services within Value Chains

2.4.4. The Consistency of Legal Regulations on the Protection of
Consumers’ Personal Information

2.5. Criteria for Evaluating the Law on the Protection of Consumers'
Personal Information in Vietnam
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Conclusion of Chapter 2

Chapter 2 has systematized and clarified the fundamental theoretical issues
concerning the law on the protection of consumers' personal information, thereby
establishing a scientific and legal foundation for examining the current state of the
law and its improvement in subsequent chapters. Specifically, the chapter has: (i)
analyzed and identified the nature of the protection of consumers' personal
information as an essential requirement in a data-driven society, where personal
information possesses both personal and economic value. Clarifying the concepts
of “consumer,” “personal information,” and “protection of consumers' personal
information” demonstrates that this constitutes a complex social relationship
involving both individual interests and the commercial order and functioning of the
digital market; (ii) clarified the theoretical foundations of the law on the protection
of consumers' personal information, identifying it as a specialized field of law
emerging from the intersection of human rights law and commercial and consumer
law. The regulatory principles identified by the dissertation serve as the theoretical
basis for establishing and operating legal mechanisms in this field; (iii) analyzed
the fundamental substantive provisions of the law on the protection of consumers'
personal information throughout the data lifecycle, from collection, processing,
storage, and sharing to deletion or termination of data processing; and (iv)
examined the criteria for evaluating the law on the protection of consumers'
personal information in Vietnam. Accordingly, the dissertation has identified the
relationship between consumer rights, business obligations, and the State's
supervisory responsibilities within the mechanism for protecting personal
information. Chapter 2 has also clarified the subjects involved in the mechanism
for protecting consumers' personal information and the methods of exercising the
right to personal information protection in the digital environment. Furthermore,
the dissertation has analyzed the factors influencing the formation and operation of
the law on the protection of consumers' personal information, including the
development of the digital economy, e-commerce, business activities along value
chains, the enforcement capacity of relevant entities, and the coherence of the legal
system.

Thus, Chapter 2 has established a relatively comprehensive theoretical and
legal-theoretical framework for the protection of consumers' personal information
in the digital economy. This provides an important scientific foundation for the
dissertation to further analyze the current state of the law and its practical
implementation in Chapter 3, while proposing orientations and solutions for legal
reform in Chapter 4.
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CHAPTER 3
THE CURRENT LEGAL FRAMEWORK AND THE PRACTICAL
IMPLEMENTATION OF THE LAW ON THE PROTECTION OF
CONSUMERS’ PERSONAL INFORMATION

3.1. Current Legal Framework and the Practice of Implementing Laws
on the Actors Involved in the Protection of Consumers’ Personal Information

3.1.1. Current Legal Framework Governing the Actors Involved in the
Protection of Consumers’ Personal Information

3.1.1.1. Entities Collecting, Storing, and Using Consumers' Personal
Information

Organizations and individuals directly selling goods or providing services to
consumers; accountability throughout the entire information processing process;
third parties involved in the processing of consumers' personal information.

3.1.1.2. Entities Supervising and Protecting Consumers' Personal
Information

State regulatory authorities; social organizations participating in consumer
protection; consumers.

3.1.2. Practice of Implementing Laws on the Actors Involved in the
Protection of Consumers’ Personal Information

3.1.2.1. Practice of Implementing Laws Relating to Entities Responsible for
the Collection, Storage, and Use of Consumers’ Personal Information

3.1.2.2. Practice of Implementing Laws Relating to the Supervision and
Protection of Consumers’ Personal Information

3.2. Current Legal Framework and the Practice of Implementing Laws
on the Contents of the Protection of Consumers’ Personal Information

3.2.1. Current Legal Framework Governing the Contents of the Protection
of Consumers’ Personal Information

3.2.1.1. Legal Provisions on the Responsibility for Ensuring the Safety and
Security of Consumers’ Personal Information

3.2.1.2. Legal Provisions on the Responsibility for Compliance with
Procedures for Processing Consumers’ Personal Information

3.2.2. Practice of Implementing Laws on the Contents of the Protection of
Consumers’ Personal Information

3.2.2.1. Responsibility for Ensuring the Safety and Security of Consumers’
Personal Information

3.2.2.2. Responsibility for Compliance with Procedures for Processing
Consumers’ Personal Information

3.3. Current Legal Framework and the Practice of Implementing Laws
on Measures for the Protection of Consumers’ Personal Information

3.3.1. Current Legal Framework Governing Measures for the Protection
of Consumers’ Personal Information

3.3.1.1. Legal Provisions on Self-Protection Measures
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3.3.1.2. Legal Provisions on Protection Measures by State Authorities

3.3.1.3. Legal Provisions on Measures for Addressing Infringements of
Consumers’ Personal Information

3.3.2. Practice of Implementing Laws on Measures for the Protection of
Consumers’ Personal Information

3.3.2.1. Self-Protection Measures for Consumers’ Personal Information

3.3.2.2. Protection Measures by State Authorities

3.3.2.3. Measures for Addressing Infringements of Consumers’ Personal
Information

3.4. Assessment of the Current Legal Framework and the Practice of
Implementing Laws on the Protection of Consumers’ Personal Information,
and the Causes of Existing Limitations and Challenges

3.4.1. Shortcomings and Legal Gaps in Laws on the Protection of
Consumers’ Personal Information

3.4.2. Challenges in the Practice of Implementing Laws on the Protection
of Consumers’ Personal Information

3.4.3. Causes of Existing Limitations and Challenges
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Conclusion of Chapter 3

Chapter 3 analysed the current legal framework and the practice of implementing
laws on the protection of consumers’ personal information in Vietnam through three
dimensions: the actors involved in protection, the contents of protection, and the
measures for protection. With regard to the actors involved in the protection of
consumers’ personal information, the chapter identified the categories of actors
recognised under the current legal framework. Existing legal provisions have, to a
certain extent, clarified the legal status of each actor, reflecting an increasingly evident
adoption of the multi-stakeholder protection model recognised internationally.
However, practical implementation reveals that the legal status and effectiveness of
these actors remain subject to significant limitations. With regard to the contents of the
protection of consumers’ personal information, the chapter examined and evaluated
two core areas: the responsibility for ensuring the safety and security of consumers’
personal information and the responsibility for compliance with procedures governing
the processing of consumers’ personal information. Vietnamese law has made
important progress by recognising personal data rights as an independent category of
rights with specific legal content and by requiring businesses to comply with the
principles of purpose limitation, data minimisation, and data security. Nevertheless,
the existing legal framework continues to exhibit shortcomings and has not fully kept
pace with the realities of processing consumers’ personal information in the digital
environment. In practice, many businesses collect excessive amounts of consumers’
personal information, use such information for secondary purposes without adequate
notification, adopt merely formalistic security measures, share consumers’ personal
information across platforms without sufficient transparency, and fail to effectively
guarantee consumers’ rights to request the deletion of data or the restriction of data
processing. With regard to measures for the protection of consumers’ personal
information, the chapter analysed and evaluated three categories of measures: (i) self-
protection; (ii) protection by state authorities; and (iii) measures for addressing
infringements of consumers’ personal information. Although these measures are
relatively comprehensively regulated under the law, their practical effectiveness
remains limited.

Overall, Chapter 3 demonstrates that Vietnam’s legal framework on the
protection of consumers’ personal information has achieved notable progress and has
gradually moved towards alignment with international standards. Nevertheless, a
considerable gap remains between legal provisions and practical implementation. This
gap is reflected in the lack of conceptual clarity, inconsistencies among legal
instruments, limitations in the enforcement capacity of regulatory authorities,
insufficient compliance by businesses, and limited awareness among consumers.
These findings provide an important foundation for the doctoral candidate’s
subsequent analysis and recommendations in the following chapter.
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CHAPTER 4
ORIENTATIONS AND SOLUTIONS FOR IMPROVING THE LEGAL
FRAMEWORK AND ENHANCING THE EFFECTIVENESS OF THE
IMPLEMENTATION OF LAWS ON THE PROTECTION OF
CONSUMERS’ PERSONAL INFORMATION

4.1. Orientations for Improving Laws on the Protection of Consumers’
Personal Information

4.1.1. Ensuring Consistency with the Institutional Framework and the
Policies of the Party and the State

Improving the law on the protection of consumers' personal information must be
situated within the broader strategies for developing the digital economy, digital
society, and digital citizenship currently being promoted by the Party and the State.

4.1.2. Ensuring the Consistency and Coherence of the Legal System on the
Protection of Consumers’ Personal Information

One of the key orientations for improving the law on the protection of
consumers' personal information is to ensure consistency and coherence between
consumer protection law and personal data protection law, particularly in defining
consumer rights and the responsibilities of business organizations and individuals.

4.1.3. Legalisation and Regulation of Emerging Technologies in the
Protection of Consumers’ Personal Information

The focus of this orientation is to improve mechanisms for information
transparency, control over the purposes of data processing, protection of data generated
through behavioral analysis, and ensuring consumers' ability to exercise their rights.

4.2. Solutions for Improving Laws on the Protection of Consumers’
Personal Information

4.2.1. Improving Legal Provisions on the Actors Involved in the Protection
of Consumers’ Personal Information

4.2.1.1. Improving Legal Provisions on Entities Collecting, Storing, and Using
Consumers' Personal Information

This is an important solution aimed at addressing the fragmentation and lack of
consistency in the current legal framework governing entities responsible for protecting
consumers' personal information.

4.2.1.2. Improving Legal Provisions on Entities Supervising and Protecting
Consumers' Personal Information

Improving legal provisions governing entities responsible for supervising and
protecting consumers' personal information is an urgent requirement at present.

4.2.2. Improving Legal Provisions on the Contents of the Protection of
Consumers’ Personal Information

4.2.2.1. Improving Legal Provisions on the Responsibility to Ensure the
Safety and Security of Consumers' Personal Information

First, it is necessary to improve the mechanisms for data classification and
data risk assessment as a basis for implementing appropriate protective measures.
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Second, regarding the obligations of business organizations and individuals,
it is necessary to further specify technical responsibilities and data governance
responsibilities throughout the entire process of handling consumers' personal
information.

4.2.2.2. Improving Legal Provisions on the Responsibility to Comply with
Procedures for Processing Consumers' Personal Information

First, improving legal provisions on consumer consent in the processing of
personal information.

Second, improving legal provisions on the principle of processing personal
information for specified purposes.

Third, improving legal provisions on the processing of personal information
through third parties and secondary data processing activities.

Fourth, improving accountability mechanisms throughout the processing of
consumers' personal information.

4.2.3. Improving Legal Provisions on Measures for the Protection of
Consumers’ Personal Information

4.2.3.1. Improving Legal Provisions on Self-Protection Measures

Clarifying the responsibilities of relevant parties where data is shared among
multiple entities and assisting consumers in exercising their rights to lodge
complaints and initiate legal proceedings when their personal information is
infringed upon.

4.2.3.2. Improving Legal Provisions on Protective Measures by State
Authorities

To improve these provisions, it is necessary to amend and supplement
Articles 11 and 51 of the 2023 Law on Protection of Consumer Rights to establish
mandatory time limits for state authorities to receive and process consumer
requests concerning violations involving personal information.

4.2.3.3. Improving Legal Provisions on Measures for Addressing
Infringements of Consumers' Personal Information

First, it is necessary to further improve the mechanism for imposing
administrative sanctions on infringements of consumers' personal information.

Second, it is necessary to improve criminal sanctions for infringements of
consumers' personal information, with a view to strengthening the capacity to
address systematic violations and the commercialization of personal data.

Third, it is necessary to improve civil remedies and compensation
mechanisms for damage arising from infringements of consumers' personal
information.

4.3. Solutions for Enhancing the Effectiveness of the Implementation of
Laws on the Protection of Consumers’ Personal Information

4.3.1. Ensuring the Effectiveness of Authorities Responsible for
Implementing Laws on the Protection of Consumers’ Personal Information

Ensuring the effectiveness of law enforcement authorities responsible for
protecting consumers' personal information should focus on three key areas: (i)
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strengthening organizational structures and independent authority; (ii)
establishing a national database of data breaches with cross-sectoral
interoperability; and (iii) standardizing mandatory technical standards in
accordance with international practices.

4.3.2. Ensuring the Effectiveness of Authorities Responsible for
Implementing Laws on the Protection of Consumers’ Personal Information

Developing consumers' capacity to protect their personal information should
be pursued through nationwide public awareness campaigns, the integration of
personal information protection into the education system, and support through
online technical tools.

4.3.3. Inter-Agency Coordination and International Cooperation in the
Protection of Consumers’ Personal Information

The protection of consumers' personal information in the digital environment
iIs an interdisciplinary task that requires close coordination among state
authorities, social organizations, businesses, and international partners.

4.3.4. Application of Technology in the Protection of Consumers’ Personal
Information

The application of advanced technologies plays a crucial role in monitoring
and enforcing laws on the protection of consumers' personal information in
cyberspace.

4.3.5. Social Oversight and Compliance Mechanisms for the Protection of
Consumers’ Personal Information

The responsibility for protecting consumers' personal information rests not
only with the State but also requires the collective efforts of social organizations
and the voluntary commitment of the business community.
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Conclusion of Chapter 4

On the basis of the theoretical issues clarified in Chapter 2 and the analysis and
assessment of the current state of the law and its practical implementation in Chapter
3, Chapter 4 has proposed orientations and solutions for improving the legal
framework and enhancing the effectiveness of the implementation of the law on the
protection of consumers' personal information in the context of digital transformation
and the development of the digital economy in Vietnam. The chapter has identified
three fundamental orientations for legal reform, including: ensuring consistency with
the policies and guidelines of the Party and the State; ensuring the consistency and
coherence of the legal system; and establishing legal regulations for and controlling
emerging technologies in the collection, processing, and exploitation of consumers'
personal information. Based on these orientations, the chapter has proposed a set of
solutions for improving the law, focusing on three main areas: (i) improving legal
provisions governing entities responsible for protecting consumers' personal
information, with particular emphasis on clarifying the legal status, rights, obligations,
and responsibilities of entities involved in the collection, storage, and use of personal
information, as well as those responsible for supervising and protecting consumer
rights; (ii) improving legal provisions concerning the substantive aspects of personal
information protection, including responsibilities for ensuring data safety and security
and compliance with personal information processing procedures throughout the
entire data lifecycle; and (iii) improving legal provisions on measures for protecting
personal information by combining consumers' self-protection mechanisms,
protection mechanisms implemented by competent state authorities, and mechanisms
for addressing infringements of personal information.

In addition to solutions for legal reform, the chapter has also proposed measures
to enhance the effectiveness of law implementation, including ensuring the effective
operation of law enforcement authorities; developing consumers' capacity to protect
their personal information; strengthening interagency coordination and international
cooperation; promoting the application of technology in the management, supervision,
and protection of consumers' personal information; and enhancing the role of social
oversight mechanisms in ensuring compliance with laws on the protection of
consumers' personal information. Overall, the solutions proposed in Chapter 4 are
developed by integrating the requirements of legal reform with those of improving the
effectiveness of law implementation, with the aim of establishing a coherent, feasible,
and appropriate mechanism for protecting consumers' personal information in
accordance with Vietnam's development conditions. These solutions thereby
contribute to better safeguarding consumers' lawful rights and interests, strengthening
trust in digital transactions, and meeting the requirements for the sustainable
development of the digital economy in the context of international integration.
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CONCLUSION

In the context of the rapid development of digital transformation, the digital
economy, and data-driven business models, consumers' personal information has
acquired increasing economic value while simultaneously facing numerous risks
of unlawful collection, exploitation, and use. This situation necessitates the
improvement of legal mechanisms to safeguard consumers' lawful rights and
interests in the digital environment. Based on the established research objectives
and tasks, the dissertation has clarified theoretical issues, assessed the current state
of the law and its practical implementation, and examined foreign legal
experiences to propose solutions for improving the law on the protection of
consumers' personal information in Vietnam. The main research findings of the
dissertation are summarized as follows:

First, from a theoretical perspective, the dissertation has systematized and
clarified theoretical issues concerning consumers' personal information, the
protection of consumers' personal information, and the law governing such
protection. Accordingly, the dissertation establishes that personal information
protection is not only associated with the right to privacy but also constitutes an
important component of consumer protection mechanisms, particularly in the
context of information asymmetry between consumers and business organizations
and individuals. Furthermore, the dissertation identifies three fundamental groups
of legal issues, namely entities responsible for protection, substantive aspects of
protection, and measures for protecting consumers' personal information, which
serve as the basis for assessing the current state of the law and proposing solutions
for legal reform.

Second, regarding the current state of the law and its practical
implementation, the dissertation demonstrates that Vietnamese law has gradually
established mechanisms for protecting consumers' personal information, although
limitations remain in terms of consistency, coherence, and enforcement
effectiveness. Relevant provisions remain dispersed across various legal
instruments, while certain provisions lack consistency in regulating consumer
relations in the digital environment. In addition, shortcomings persist in the
implementation of provisions governing the collection, use, processing, storage,
and sharing of consumers' personal information. Consumers' capacity for self-
protection and the effectiveness of supervisory mechanisms and measures for
addressing violations have not fully met practical requirements. These findings
demonstrate the necessity of improving the legal framework while simultaneously
enhancing the effectiveness of its practical implementation.

Third, regarding legal reform, based on the identified shortcomings, the
dissertation proposes solutions focusing on three key areas: (i) improving legal
provisions governing entities involved in protecting consumers' personal
information, with a view to clarifying the rights, obligations, and responsibilities
of relevant parties; (ii) improving legal provisions concerning the substantive
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aspects of protecting consumers' personal information throughout the processes
of collection, use, processing, storage, and sharing; and (iii) improving legal
provisions on measures for protecting consumers' personal information, including
self-protection mechanisms, protection mechanisms implemented by competent
state authorities, and mechanisms for addressing violations. These solutions aim
to ensure the consistency, coherence, and feasibility of the legal system in the
context of digital economic development.

Fourth, regarding the enhancement of the effectiveness of law
implementation, the dissertation proposes key solutions, including strengthening
the capacity of regulatory and law enforcement authorities; improving consumers'
awareness, legal knowledge, and ability to protect their personal information;
strengthening legal compliance responsibilities among business organizations and
individuals; promoting interagency coordination, international cooperation, and
the application of technology in the management, supervision, detection, and
handling of violations; and enhancing the role of social organizations in protecting
consumer rights and interests.

Based on these research findings, the dissertation contributes to enriching
the theoretical foundations of the law on the protection of consumers' personal
information in the digital environment, while providing scientific and practical
grounds for improving the legal framework and enhancing the effectiveness of
law enforcement in Vietnam. The research findings may serve as reference
materials for legislative activities, policymaking, legal research, and legal
education, thereby contributing to better safeguarding consumers' lawful rights
and interests in the context of digital transformation and international integration.
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